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ABSTRACT

Due to the convergence between digital devices and the development of wireless communication technology,
bit-signal sensor miniaturization, building an Electronic Medical Record (EMR) which is a digital version of a
paper chart that contains all of a patient’ s medical history and the information of Electronic Health Record
(EHR), Ubiquitous healthcare (u-Healthcare) that can monitor their health status and provide personal healthcare
service anytime and anywhere. Also, the appearance of cloud computing technology is one of the factors that
accelerate the development of u-healthcare service. However, if the individual information to be used
maliciously during the u-healthcare service utilization, leads to serious problems directly related to the
individual® s life because if it goes beyond the level of simple health screening and treatment, it may not
provide accurate and reliable healthcare services. For this reason, we analyzed a variety of security issues
related to u-healthcare service in cloud computing environment and described about directions of secure health
information sharing system construction. In addition, we suggest the future developmental direction for th
activation of u-healthcare industry.

719 =

u-Healthcare, Cloud Computing, Healthcare Security, Cloud Computing Security

- 299 —



I. Introduction
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II. Security Issues and Requirements

2.1. Cloud Computing
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2.2. u—Healthcare System

w-d Aol Batk ofro] tiste] =airlel g
A A Wodols ga Fdel dsi 8o
stax @tk WaAold ome Fu Wl
A EE AR W HUH - SAQ A
delz gesol An. = a4 welt Awe
Sty g5k AMa zAehe BEd A%

FEE FAEH] fste A e HE Agete

REoE Uyd & o =3 T 7js9 &
FAlo uwel 7 Auj2=2] FElE e-Health,
-Health, Home-Health, Telemedicine S22 #

S oglom, oled mE BASE Aulat

= -1H

iy
% u-HealthZ &3t FeE|Z2 AT A=
7]t = oH4l.

Wireless AP

—L \
@ Hospital 3 y
A
4) Healthcare
Information 1) Patient
Wireless AP (Vital Signal Source)
a3 L ou-g2A0 §3AN2[5]

- 300 —



S2RET |8 u-BAHO AIARIS SITF 2oF 0l

A

=

Ly

RFAF

na
o8
Hr

u-AxAo)= kg 7jeEe] HeF 2
Aul 2 724 38 13 Zo] AA 2 373 A
BE A4, BUEHS] Y8 o5 AAY )7,
AA 2 FA 2 EolH As 9 il
HESZ, AA dolg 43 A% s o
Dot o5 AR AW T A4E 9 H
AnEhE oheFdk AniA Hdle, 3#, 95
2 #Ad FAA B2 FAE F doh
g, dxaAo] Aujze FHZ 7 wol &
m-Healthcare®} u-Healthcareol] w3t o]3j
571 918t ofgle] ¥ 104 e-Healthcare
etworks$} u-Healthcare networkse] z}o]&d-& 1}
Wi Aok

# 1. Difference between e—healthcare and
u—

u

o

o

2o

o

healthcare networks[6].

e—Healthcare|u—Healthcare

Networks
Any time/anywhere

Networks

Any time service .
service

Mobile/peripheral

Mobile/Web interfaces o
device interfaces

On—line/Off—line mode
Geographically
distributed

Location—sware

On—line mode
Geographically

constrained

No location tacking )
solution

Collaborating security

Single security agent
agents

Multi—domain security

Single domain security

infrastructure infrastructure

u-2Ao] HulxaE Ay A L o7
BE x93ty AQdHd ARE FHED oF
A7l Wil FA OUESZ SAEAAe B
(Security) 2 =Zg}o] M Al(Privacy) ZWHol|A tf
3 a4V EAY Ak ot a9 2
u-g2Alo] FAoA Y F e IS
ok FHekH 9¥ 2452 Yeh 9t

b lF o2 ke R o

i A
Hloj2i2F3

2 e
Eelolei) U

olE ol f - FA WELZ SN Aol
WAl bed mebael Aoky @ gAol u-ds
Aol BANA fASA AolHE Ae & % 9
om, o]% RG] % A, A4 B
9 oHolE REE 918 71%A ot AEAe
= a7dd

it

olg} tlEo], o8 AHlx, & AHEF IEE
W7 feiM e A ARE EFI JHQle] A
e, 7159, AAH 54 o A o8 AR

=

& 323 AgAo 3n, of FuE BAV} o)
Fol Wt FRE s o8 =X7} wEEE
A% @] s HeHoE e = slBe 9
9 8 AFHojor Bk mehA om Huo B
zefoln A BB Aol el o8 Hu
@ B 9 99l el B AL, F A=
H AgHo] Ryt wg, BPH o8 An
AY3} o8 B 1 AY 2AE BT
sl mel 2 A Bg 8 AgH ol ek
ot Ao 474w Het AGHon AR Y
Ul g An §2e d¥4e 9 9
golth.

f

II. Security Requirements for Cloud—based

u—healthcare system
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IV. Conclusion
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