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1. Introduction

Cloud computing with the potential for delivering economical, securable, reliable, and sharable services has also
attracted a great deal of attention in the field of education[1]. Jeong, et. al[2] proposed a content oriented smart
education system based on cloud computing environment. The proposed system provided the functions to deliver and
share a variety of enhanced forms of educational content, including texts, pictures, images, videos, 3-dimensional
(3D) objects, and virtual scenes of virtual reality (VR) and augmented reality (AR). And also learners using any smart
device can access the education contents anytime and anywhere. It is important for the proposed system to provide
content protection method so that learners can use the education contents safety and reliably.

In this paper, we propose a content protection method to be applied to a content oriented smart education system
which was proposed by Jeong, et.al[2]. The proposed method is designed by considering DRM(digital rights
management) technologies to control copying, executing, viewing, copying, printing and altering of digital content or
devices[3].

2. Proposed scheme

The educational content cloud system, which is proposed by Jeong, et.al [2], delivers and shares a variety of
enhanced educational content made by an authoring tool in cloud environment. The content can be stored into several
XML files. As mentioned in [2], they propose the protection module which deals with not only data encryption to
communicate the content between leaners and/or teachers, but also user authentication to access the proposed
system and content. In this section, we propose the protection method for controlling the two components. Basically,
AES(advanced encryption standard) [4] is used to encrypt all media content managed in the cloud. Since the
education media content is similar with EPUB which is an the electronic publication made by IDPF(International
Digital Publishing Forum), we adopt the strategy applied to EPUB, that is, EPUB DRM proposed by Gang [5]. He
proposed right management methods such as user authentication and content encryption in the use of original EPUB
content. Since EPUB content is different from the educational content considered in this paper, the EPUB DRM
methods cannot be applied directly to the content.

In this paper, we propose a protection method for transmitting and using the educational content in a smart cloud
system. The proposed method are handling education content with respect to three aspect views, those are, content
provider, cloud server and content consumers. The content provider creates education content by an authoring tool
and requests an encryption key to cloud server and receives it from the server for performing an encryption of the
content. The encryption result of the content will be transmitted to the cloud server and will be stored. In order that
smart users want to view the education content in cloud server, they receive a private key from cloud server and use
the key for performing decryption of the education content. When the procedure is done well as shown in Figure 1,
smart users can view the education content they want to.
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Content provider generates a document by using the authoring tool.

Content provider requests the contents encryption key M stored in the cloud server. .

Cloud server calculates M by using public key Pk, C=Encrypt(Pk, M).

Cloud server transmits a C to the content provider.

Contents provider calculates the private key in Key” M=Decrypt(Key  ,C) and the content is encrypted
by using the M .

Content provider registers the content to the cloud server.

Content consumer requests education content he/she wants to, to the cloud server.

Cloud server judges contents consumer whether or not the consumer is correct, and then calculates
C=Encrypt(Pk, M) and content consumer’s private key Key.

9. Cloud server transmits C and Key to the content consumer.

10. Contents consumer calculates m=Decrypt(Key , C) by using the Key and decrypt the content by using
the M.
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3. Conclusion and further works

The proposed method in this paper is protected to education content in a cloud system based on EPUB DRM
Mechanisms. Because of the EPUB DRM is not still established as well, however, our proposed method is also not
formed. EPUB has used content package, in the other hand, the education cloud system has used xml files. The
protection method is required so that it can be applied to individual xml files in an education cloud system.
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