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- Call of System Function
(N 2=g e AFE3EA] "olof gt).)
- Call of Transactions
(Call Transaction =& A}&3}X] Zolof 3t} ))

- Use of Database Hints

(Select ¥% AF£A] hints T#& AF83}%] Holof
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SAP R/3(System, Application and Products Real-
time 3-tier)¥ SAPA}olA] N3t AT EQ o2 A &)
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Resource Planning, AAFA 2 8] Al2=8)A]~H
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5. ABAP SQL Injection Attack

4ol Al ol A3 o] W HF FHoFHo] Qrt.
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SAP Koreaol| 4] A|&3}:= SAP help A& w=m SQL
Injectione F 7F4 FTH7F SA%T. QL %3}
(Manipulation) &7 thafjx] Lolrd ofefje} Z).

Original SQL statement:
SELECT fieldlist
FROM tablel
WHERE field = 'userinput'.
Examples for SQL injection attack:
SELECT fieldlist
FROM tablel
WHERE field = 'UNION ALL SELECT other_field
FROM other_table WHERE '='.[9]

ol ez st o gl 2R ofgoh et

Original SQL statement:
SELECT fieldlist
FROM table
WHERE field = 'userinput'.
Examples for SQL injection attack:
SELECT fieldlist
FROM table
WHERE field = 'anything' OR 'x'='x'".

SELECT fieldlist
FROM table
WHERE field = 'x' AND email IS NUL; ——'.[9]

o]A] Code Injection &2 thallA Lolr o}t
Fdasy

Original SQL statement:
SELECT
FROM table
WHERE name = 'userinput'.
Examples for SQL injection attack:
SELECT
FROM table
WHERE name = ' a'; DROP TABLE users; SELECT #* FROM
tablel WHERE name = '%'". [9]
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6-2. Field-} TableS AM§
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