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 1.  Window 8 Style UI [3,4] 
Style App    

  %SystemDrive%\Program Files\WindowsApps 

  
%UserProfile%\AppData\Local\Microsoft\Windows 
\Application Shortcuts 

   

  
%UserProfile%\AppData\Local\Packages 

   

 
%UserProfile%\AppData\Local\Microsoft\Windows\Roaming
Tiles 

   

 
%UserProfile%\AppData\Local\Microsoft\Windows 
\appsFolder.itemdata-ms 

  

 

%UserProfile%\AppData\Local\Packages\[AppName]\AC 
\[Sub folders] 

  
%SystemDrive%\ProgramData\Microsft\Windows\AppReposi
tory 

   

 
%UserProfile%\AppData\Local\Microsoft\Windows\WinX 

      
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion 
\PushNotifications\Applications 

 

2.2  App      

  Cellebrite UFED   
   .      

 USB   .   
      

,       .   
2        
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 2.    [5] 
     

WhatsApp /data/data/com.whatsapp/ /databases 

Viber /data/data/com.viber.voip /databases 

 
, DB      , WhatsApp

 Viber  ,     . 
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3. Style UI    
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 Facebook   .  
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    . 
 

DB-File Address : \%SystemDirve%\Users\<username>\ 
AppData\Local\Packages\Facebook.Facebook_8xx8rvfyw5n
nt\LocalState\100000343378744\DB\FriendRequests 
 

 3. FriendRequests  DB  
 Events 

Uid_from   ID 

Time    

Unread 0 :      1 :   

Name    

Affiliations_

name 
, ,    

 
     

      
  . 

 
DB-File Address : \%SystemDirve%\Users\<username>\ 
AppData\Local\Packages\Facebook.Facebook_8xx8rvfyw5n
nt\LocalState\100000343378744\DB\FriendRequests 

 
 4. Friends  DB  

 Events 

Uid ID   

Name  

First_name  

Middle_name  (    ) 

Last_name  

Contact_email  

Phones     

Profile_url 
 url  

( ,      ) 
Is_pushable 0 : push   1 : push   

- 467 -



2014년  추계학술발표대회 논문집 제21권 제2호 (2014. 11)

 
 

 

Has_messenger 0 :    1 :     

Communication_

Rank 
 (1     ) 

Birthday_date  

 
4        
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 IS_pushable     .  
, Is_pushable  1  Has_messenger  0  
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(  1) Friends   

Communication_rank   1   
   .   

       
        
 .  

 
DB-File Address : \%SystemDirve%\Users\<username>\ 
AppData\Local\Packages\Facebook.Facebook_8xx8rvfyw5n
nt\LocalState\100000343378744\DB\Messages 
 

       
 .  

 

 
(  2) Messages   

2    ,    
       .  

  ,       
 10  Unix Timestamp   . 

 
Last_action_id  1411192437  GMT+9   

2014  9  20    2:53:57 
 

     . 
 

 5. Messages  threads  
 Events 

Action_id    

Refetch_action_id    

Last_visible_action_id     

folder   

Snippet     

Snippet_sender_id   ID 

Senders     

Unread 0 :   1 :   

Num_messages     

Can_reply 0 :    1 :    

Is_subscribed 0 :    1 :    

 
5  Messages      

       
    .  

 

 

(  3) Messages    

  PC     

   3      

    . 

 6. Messages  messages  
 Events 

ID  ID 

Thread_id  ID 

Body   

Senders 
Uesr ID :   ID 
Name :   
Email : Facebook   E-mail 

Tags 

 : inbox 
Read :     
Send :   
Messenger :    
Source-chat :    
Source-web :   
Source-mobile :   

Timestamp    

Action_id      ID 

Offline_id  ID 

Attachments  

Shares     

Server_timestamp     

       
 PC      DB  
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(  4) Messages     

    ,   
     .   

    PC    
      . 

 7. Notifications  
 Events 

Notification_id  ID 

Object_id  ID 

Object_type 
Group :      Album :  
User :     Stream :  
Friend :  

Sender_id  ID 

Title_text  

Title_html   

Icon_url   

Href   

Unread 0 :   1 :   

Undated_time    

Created_time   

 
7  Notifications  Facebook  

    ,    
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(  5) Stories  feed_sections  

5  ,     ,  
      . Stories  
   ,   

        
 . 

 

 
(  6) Stories  places  

,    places  
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GPS     . 
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