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ABSTRACT

Recently, Android-based mobile devices has increased. Thus increasing market share of the Android operating
system. However, in the case of the Android operating system, it has the relatively large number of security
vulnerabilities Unlike other closed operating systems. Most Android application requires the identity of the
mobile device or over-authorization approval. This information can be a security threat. In addition, in the
event of a security problem because obtaining the user’s consent during the installation of the application is
the user responsible. If these problems persist, loss of reliability of the user operating system, as well as to
feel a resistance when using an Android application. In this paper, we investigate a security vulnerability in the
Android operating system, and proposed countermeasures.
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