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ABSTRACT

The vulnerabilities related to Flash player which is widely used in internet browsers and office programs are
gradually increased. To detect Flash malwares, previous work focuses on predefined features of ActionScript.
However above work cannot detect new/mutated Flash malwares, since predefined features could not cover the
new patterns of new/mutated Flash mawares. To solve this problem, we propose a Flash malware detection
method that uses machine learning to learn Flash Tag patterns and classify Flash by using machine learning.
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Number of Flash Vulnerabilities
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Flash File Structure

‘ Header ActionScript Tag H BinaryData Tag ‘

End Tag ‘

‘ Image Tag ‘ oo e ‘
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0x100 : Tag1 header with Shellcode
0x104 : Shellcode in Tag1

0x200 : DoAction Tag
0x204 : jump -0x100
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Ihput Tag Weight T(i) = w, (1)

W, : Weight i—h
k: The Number of Hidden Nodes
Non-ActionScript 7|19t 3 ¢Fd-2 CVE-2007-007
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In samples, total_tag_cnt

1

2

3:  tag benign_cnt[total_tag_cnt] = {0}
4: tag_mal_cnt[total_tag_cnt] = {0}

5:  for (flash in samples) {

6: for (tag in flash) {

7 if (flash is benign)

8 tag_benign_cnt[tag.id]++

9: if (flash is malicious)

10: tag_mal_cnt[tag.id]++;

11: }
12: }
13: tag id = 0

14: while (tag_id++ < total_tag_cnt) {

Tag”® 4 A 4 [tag_id] = tag benign_cnt
[tag_id]/(tag_benign_cnt[tag_id]+tag_mal
_cntftag_id])

15:  Tag®td A F[tag_id] = tag_mal_cnt[tag
_id]/(tag_benign_cnt[tag_id]+tag mal_cnt
[tag_id])

}
16:
17: Out Tag®’dA 5, Tagt A+
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