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ABSTRACT

This paper describes a hardware implementation of ultra-lightweight block cipher algorithm PRESENT-80
/128 that supports for two master key lengths of 80-bit and 128-bit. The PRESENT algorithm that is based
on SPN (substitution and permutation network) consists of 31 round transformations. A round processing
block of 64-bit data-path is used to process 31 rounds iteratively, and circuits for encryption and decryption
are designed to share hardware resources. The PRESENT-80/128 crypto-processor designed in Verilog-HDL
was verified using Virtex5 XC5VSX-95T FPGA and test system. The estimated throughput is about 550 Mbps
with 275 MHz clock frequency.
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Fig. 4. Simulation results of PRESENT-80/128 core
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Table 1. Summary of PRESENT-80/128 core

FPGA Virtexs XC5VSX-95T
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