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ARGl ik bdAe] ZAxHa ok dEbFoE ARgstE &ZE0]]] [E Heke-A+= ASLR,
Isolated Heap 5 ©dt B35 7| 5 43 HIYLS ALHos v a1 oy HPge &
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ABSTRACT

Internet technology is universal, news from the Web browser, shopping, search, etc., various activities have
been carried out. Its size becomes large, increasing the scale of information security incidents, as damage to
this increases the safety for the use of the Internet is emphasized. IE browser is ASLR, such as Isolated Heap,
but has been continually patch a number of vulnerabilities, such as various protection measures, this
vulnerability, have come up constantly. And, therefore, in order to prevent security incidents, it is necessary to
be removed to find before that is used to exploit this vulnerability. Therefore, in this paper, we introduce the
purge is a technique that is used in the discovery of the vulnerability, we describe the automation technology
related thereto. And utilizing the known vulnerabilities, and try to show any of the typical procedures for the
analysis of the vulnerability.

79l=
IE, Internet Explorer, Browser, Fuzzing
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AEIYl 7]&o] HESEHUA  LHZ9-A o)A T FolA = HALH dls] HYsty AZE
2, £, A F Ogd &5 olHAD 9 ool A RETVE 22 FHeRd FRol dis)
t}. IE, firefox, chrome, opera, thor & TS B A 7|&3ith
E]r“orz‘]%% ALgALEONA AAEHL AT FES

2894 F Ul [Ee =2 A/ES AAS) 2.1 CVE(Common Vulnerabilities and Exposur
A gk ”H??H THS FHHol WHHL AY  es)

T, ort ARgShE BefeA o Hekdol A

Ao AREAE oFe Al SiARRE AR Fokd AR BobA AL 0431 Ak £4 7
£ AAEY F de Aol AT 2 =& B % AHEdd o5 FEH HSHH HREo] A

M BehgAdA 2T F e HAdHES & /‘éElE'iH Aok AR FHoE AT e
Asta, 2% AGHe a&How S 5 3l H2Fsr] 9Jsl CVE[l]E 7538t MITRE
= Ass 7 e Vet (MR AREJAT 7)ol A CVEE 7N
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Wate] welstn gom, ofdst g YRE
of by AMANE Wi AFHL Ak

e CVE 287 M3 (5, “CVE-2012-4792")
o B FHop ol gk ek A H
#EE BE HHEx(F HA%E B, g

2.2 Stack BOF (Buffer Over Flow)

Wy QWERSE LZEdY WA} W
5 e, A W §FE Zadte] o
=t HARGE A 2T gFUR o=
A Re Mo B A S 54 A9

l

gets(char *s)
scanf(const char *format, ...)
strcpy(char *dest, const char *src)

strcat(char *dest, const char *src)

a1,

i

Hy QU ZZ o Fotek &

[ 119 M3 eHZIEo] HNR T F

strepy() € AF-E-3H] Hﬂﬁi SHERSO] F ok
AW E WETD FYolAE 24 WH AVE
JE do|2EE Hlth

char buf[5@@] = " *;

break;

}

ff A= HolEE

pr{Message);

= =
&= pr2 HHE

% 2. HEy HZEE oA

[Z29 2]914 HT) 50008kl Eo] MAAS &
°l°*Ei$E1 =g ABlE 500uk0] ES] Z7)8f
of FAIskA FE3th [17 3|9 28 FERE

ki ESP7} buffere] Azt Fao 8k o] F
EBP-EIP 0.2 #A2E7 %5 ot 7

SWERE SV Fth¥ EBP-EIP-ptr to buffer <2
2 93 Holzx9] gro] 29 Zeln.

ESP : AER z]ACH

a7 3 a8 Pz

0:000> g
(14ac.1808): hoocess violation - code c0000005 (first chance)
First chance exceptions are reported before any exception handling
This exception nay be expected and handle

gall ebx=7{fdf000 ecx=c053caBB =dx=0000000a e=i=00000000 edi=0040{ed0
=sp=0040=0a0 ebp=41414141 iopl=0 nv up =i pl zr na pe nc
=0023 ds-0023 es-0023 £s-003b gs=0000 ef 1400010246

297

I ESS
$1414141 7
0:000> d esp
0040e0aD 41 41 41 41 41 41 41 4141 41 41 41 41 41 41 41 ARAAAARARAAKAAAA
0040=0b0 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 ARAAAAARARARAAAA
0040s0cD 41 41 41 41 41 41 41 4141 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
004020d0 41 41 41 41 41 41 41 4141 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
00405050 41 41 41 £1 41 41 41 4141 41 41 41 41 41 41 41 AAAAAAAARAARAAAA
00402020 41 41 41 41 41 41 41 4141 41 41 41 41 41 41 41 ARAAAAABAAARAAAA

a2l 4, 23

(29 45 BY W7 SWIZE$E Q3 HE,
208 % e W el AR (500byte)E d ol A
cipst ebp BT FAAT AT Y9 (A=
ARG F, EIPE ZEolAE ZolA Hshs
Hoz WAY 5 Atk Eolth, EIPE AEED
F ttd 54 wHol(mp esp, pop-pop-ret)E
Bestel 54 548 FEU 4 A5

2.3 UAF (Use After Free)

BEl9-A oA o] WAE= Use-After-Free
ok AAZE A" FA= s EASE
AANE FHZE u LAYsE= HQPHOIE} A=
Wz X FAATE A A= #e & F
Ay, I FE F=xT A, FEAVL %}% Ll
gom w29 E—E— Aol = ot

[29 5|9 =& B FRAE AT &
78 3714 3{-_‘{”51 4“01] default heap &
gt o] AR EX49S gHwol 53
g 2RIE W\EU JHEvle WEE 33k
EALE BAE 33 al.BBBE 9 iAo
ANEA FHEIF3 a1.DDD7F 7Hg7]E w2
Tk EAES EAleta o] wWimy Fhe] &
FE I al.BBBS} oJEA ATHAJQEA <l
=3

e

o 2
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oid main()
f
Alpha al;
har temp[1914]
) +1);
) +1);
) +1);

gets_s(temp);

trepy(al.AMA, temp);
gets_s(temp);
trepy(al.BBE,
gets_s(temp);
strepy(al.ccc,

temp);

temp);

ree(al.888);

al.DDD = (char*)malloc(strlen(temp) +1);

gets_s(temp);

strcpy(al.DDD, temp);

Address: 0x003EC3DO

- & ‘ Columns: Auto -
41 41 41 41 80 fd fd fd fd @6 65 00 80 0@ dd dd AAAR.2?22.e...22 o
b9 44 59 14 37 Ge 8@ Bf b8 c3 3e 08 20 c4 3e B0 IDY.7.
66 60 B0 0O B0 0R B BO Gl BO 6B 0O BS 09 8O 8O

fd dd dd dd dd dd dd dd b9 44 59 14 37 @e @@ af
e8 c3 3¢ 0@ A0 0@ 00 00 00 A0 0@ 0@ 00 00 A0 a0 2?2
@1 @0 @0 0@ 85 00 0@ @0 3d @0 @0 o0 fd fd fd fd

a2 6 siMe olza

[Z8 6]olA doJ= we ExE “BBBB”7}

al.BBB7} default heapel| W= F4HE AL
o Ut

Address: | 0x003EC3D0 - @ | Columns: Auto -
O3EC3DE 41 41 41 41 @9 fd fd fd fd @@ 65 00 00 00 dd dd AAMA.???P.e...2?7 -
b9 44 59 14 37 @e 00 of 20 c4 3e 00 00 0O 00 08 DY.7 >

90 B0 20 ©0 02 oo 0P PO Ol PO G0 0O 85 @0 80 BE .
3c 02 00 @0 fd fd fd fd[44 44 24 4]eo fd fd fd >
fd dd dd dd dd dd dd dd b9 44 53 14 37 Ge 0@ of
b@ c3 3e 00 e8 c3 3e 00 00 0O 0O 00 00 0O 00 BB ??>.22>.
91 90 90 ©0 ©5 00 00 00 3d @0 @0 @0 fd fd fd fd ........ :.‘.????

a2l 7. (default) heap X AFE
[Z98 7]& free)E al.BBBE AT F
al.DDDE default heapoll @933l “DDDD” &

A HHY al.AAASL al.CCC Atolo] A=
ot HY 23lW al.BBBZF AUAW Aol AFHA
=

[2% 8]l A al.DDDe| “EEEE’E 22t}
A S al.AAAS}H al.CCC Abolof] sxoj 7T},

AAAA
nponD

CCCC

Input Exploitabhle

a7 9 Exploit &3

[2¥ 9]°lA W wEAIZF “two(al.BBB) : EEEE”
= al.BBBE Z=¥3 Z3F al.DDDe| EAH
“EEEE”7} 2¥€=EATE AL 0ld Aotk A=
< HFE Fo €9 w, 1 \Ert vEdle
wWlx2g F47F alBBB7F UAWE Wz F40
YA AU E free()E 2= B33, al. BBBE
al.DDDE F=T F A=A SHHAUD.

A7I7AA 283t e VIRte R & FHopH
78 Lobgrh

=

. Fefy &7

[e)
2% e eIt HAEEE WA 4 9

W EC tisiA &) 3

Aok 7)ol o8] 7FA o] Utk AX
Edoje] FAZA AgE 7R 1Y ==
A TS vy =2 W A IS 7—‘17@ 4

Z3le] AAG 2Oyl Ho] J&= Q13}

A]
= 3JolE F£E 7|Hle 3t B, 37_5 7k
AL Nee A BAW Nl BEEAAE 3
gsto] LZEY ]S o] FoA ﬁﬂOIiEr‘Z:— ‘%?01
WIS fEste] e e EYg2E N
o7 UEs & Q) o= g8l fiEe
pd WA PPl BUYsE U R
%rmdﬂ%% ¥ JEJQ— 2§ o

O

Zukgi ZH3hH, ]e«] ‘3]‘-”]13
2E 999 FFo]
25 7H‘§T% Taint Analysis2}al
&9 F&/, 2182

ﬂ—:—éﬂ.m
gt ol A
a1 % sl

Address: | 0x0056C3D0 ~ & | Columns: Auto 5
41 41 41 41 @8 fd fd fd fd @@ 65 00 @0 @@ dd dd AAMA.?277.e...27 &
79 f9 5e 69 fc d6 @@ of 28 c4 56 80 80 @@ 28 @@ y~i??.. 2V.....
20 22 92 00 00 Be B0 B0 Q1 00 A0 A0 85 08 88 Be
3e 8@ @@ @0 fd fd fd fd|45 45 45 45|@@ fd fd fd
fd dd dd dd dd dd dd dd 79 f9 5e 69 fc d6 @@ af ?
be c3 56 @0 €8 c3 56 00 00 0D 90 B0 @0 0B @8 P2 PV.IMV....
@1 @2 20 00 05 28 20 0o 3d o0 ee 8 fd fd fd fd

% 8. overwrite

WYE ghe dof APoE Z2aYs] YA
A Aol WA oW WMYH e LA 1
w3 o g}
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3.1.1 Instrumentation

Ag szEsole] Yol #eY W Fus
& AW WFE PPl 1o Bt B
Nee AR AkHe WEAT. Wsel e
FE Aollel Y AR ol9)e] AR A3
37 otd HASA @ ARe] AGHE ¥

R
3.1.2 Symbolic Execution

A7 obd w A& YolA mxgo] S0
Hegs o 9o S EA3th
path condition®] %3 Ethal 3f=d], whef E£7]
s Bl F 3 oA A ARV HAA=

gAAE Aol opz} 247k A,
3.1.3 Abstract Interpretation

Mk e g, Qa, d9 FEE acks
AYgol AAHOT BHFE PPo Fg

3.1.4 etc

A UYgde 3712 B o] 9] Symbolic Z~E}
o] Instrumentations 7}FA& Concolic testing,
Taint analysis®} Abstract Interpretations &3]+

52 FA7F Ut
3.2 Symbolic Execution®l] ©gt A

53t 71 5 3l Symbolic Execution®
et diddith. 312004 Zlestixol #719
RE ARE JARY. ARE BEF AU
ol Fxo WA 7] 4k olE dFe T F

o WA FAE HAAE FEIF=A AZAQ
ol th.
v = readi)
vo= 2k
it (y == 12)
fail ()

print{"OR")

a7 10. Symbolic Execution
ofl A|[3]

[Z8 10]914 read® Yolo] & 7FASHA y
7} 129 A failo] §& mZ=t)

y = Zxy

By S O3t
o fail, print® UH A= y==12 E7| &4 ¥Z
EF O AN AEHo2 OgE HeU O
Ad=o] APHTdEH yol 60] Y= Astd

fail()oll =2ac},
EFEA WA g F ol tHalA A
Eq=

v. &2 8

712 AGH TR AR, 18 HeF
d B4 AFs Zled g ide afska
1 % 3tl Symbolic Execution®l] tidk ZZA|
25 Btk olE EdiE HoRy AL T
AarE olafsta AH Ass 24 & 7
o T HFHS BAsta ztol Abde] A
A0l dinl g

Al Z: o] EEL 20159 % AR (w&3st
71E5)e AL FmAFATES 7 Z2ATFAY
Ade wol A ZAY(HAME: 2011-002307
6). TG FAFAA oA A L5k BB21 A o A

ik
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