
- 598 -

Ⅰ. Introduction

The technologies of the Internet of Things 

can effectively facilitate the integration of 

material production and service management, 

the integration of the physical world and the 

digital world. With development of IoT 

technologies, the most important IoT application 

includes infrastructure construction, public 

security, environment protection, modern 

agriculture, intelligent industry, urban 

management, business service and other fields. 

To understand the importance of exploring 

security and privacy issues in the domain of 

IoT, we first take a look at the existing state of 

the IoT device deployments in the world. A 

2014 study by Hewlett-Packard on 

commercialized IoT deployments found that 

80% of such devices violate privacy of personal 

information. There are several cases where 

researchers showed the successful take-over of 

smart things [1].  

 Ⅱ. IoT Architecture

The field of Internet of Things (IoT) is   

apprehensive with such complications which 

involves interfacing and integrating of smart 

electronic devices and other such hardware  

devices with their adjacent surroundings. 

Muhammad Usman and Nazar Abbas analyzed 

application of IoT for securing industrial 

threats. In proposed system, different types of  

nine sensors are connected to increase the  

security level at its best. The results are very 

helpful in the desire to achieve an efficient  

and reliable solution contributing in the field of 

IoT, considering different various aspects which 

include fast processing, system cost, robustness  

and precision for the modern, technological  

and corporate need [2].
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Ⅲ. Security and Privacy

Special security threats of IoT in terms of the 

architecture of IoT, in addition to traditional 

threats of TCP/IP networks, wireless networks 

and mobile communications networks and  

other traditional network, IoT still have its own 

special security issues, and most of these  

peculiarities stem from sensing layer Include  

the following several aspects [3]: 

- Privacy security 

- Security of Intelligent nodes 

- Attack in the way of Faking 

- Denial of Service 

Adjustment for IoT is tuned mainly 

According to the architecture and specificity of  

its application. Things perception layer, 

layer-aware network interface with the main  

part of the following security defense  

technologies rely primarily on traditional 

knowledge of information security [4]. 

- Encryption mechanism 

- Identification mechanism of node 

- Access control technology 

- Trend analysis and others 

The Internet of Things is a multi-domain 

environment with a large number of devices  

and services connected together to exchange  

information. Each domain can apply its own 

security, privacy, and trust requirements. In 

order to establish more secure and readily 

available IoT devices and services at low cost, 

there are many security and privacy challenges 

to overcome. Among those challenges are [5]:

- User  privacy  and  data  protection: 

- Authentication and identity management: 

- Trust management and policy integration: 

- Authorization and access control: 

- End-to-End security: 

- Attack  resistant  security  solution:  

Several IoT centric critical security issues 

might be unnoticed or poorly addressed by the 

security researchers, as this paradigm is not 

full-fledged yet. Therefore, we organize this 

section with some of the prominent security 

issues [1, 6].

- Trust management:

- Governance:

- End-to-end security:

- Fault tolerance:

- Identity management:

- Energy efficient security:

- Key management:

- Data transparency:

- Group  membership:

- Security of handling IoT big data:

- IoT forensics:

Ⅳ. Conclusion

The advances in the smart objects systems 

and Internet of Things approach are remarkable 

developed. To realize this application in 

industrial field, we surveyed the research status 

in this field from encryption mechanism, 

communication security, protecting  sensor  

data,  and  encryption  algorithm.  
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