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ABSTRACT

Recent changes in the information security environment have led to persistent attacks on intelligent assets
such as cyber security breaches, leakage of confidential information, and global security threats. Since existing
information security systems are not adequate for Advanced Persistent Threat; APT attacks, bypassing attacks,
and attacks on encryption packets, therefore, continuous monitoring is required to detect and protect against
such attacks. Accordingly, this paper suggests an operation plan for managing an information security system to
block the attack routes of advanced persistent threats. This is achieved with identifying the valuable assets for
prevention control by establishing information control policies through analyzing the vulnerability and risks to
remove potential hazard, as well as constructing detection control through controlling access to servers and
conducting surveillance on encrypted communication, and enabling intelligent violation of response by having
corrective control through packet tagging, platform security, system backups, and recovery.
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