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ABSTRACT

In realizing a homomorphic encryption system, the operations of encrypt, decypt, and recrypt
constitute major portions. The most important common operation for each back-bone operations
include a polynomial modulo multiplication for over million-bit integers, which can be obtained
by performing integer Fourier transform, also known as number theoretic transform. In this
paper, we adopt and modify an algorithm for calculating big integer multiplications introduced
by Schonhage-Strassen to propose an efficient algorithm which can save memory. The proposed
architecture of number theoretic transform has been implemented on an FPGA and evaluated.
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1. Strassen NTT ¥&18]&

SR (n-1)  #=9  polynomial a(z)€ Z,[x] <}
primitive n-th root of unity w< 7, g g
© (n-1) A9 polynomial A(z)€Z[z] = NTT,

1. A <- bit_reverse(a(x))

2.m<- 2

3. while m<N do

4. s<-0

5. while s < N do

6. for i to m/2-1 do

7. N <-i-n/m

8. a<-s+1

9. b<-s+i+m/2

10. c <- Alal

11. d <- Alb]

12. Aldl <= ¢ + ™™ g
mod ¢ ,

13 Alb] <- ¢ - oNmd ng
mod ¢

14. s<-s+m

15. m<-m-2

16. return A
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2. NTT ¢xgFe M
A7 Polynomial a(z) € Z,[«]
n — th primitive root w, € Z, of unity
£ 9 : Polynomial 4(z)€ Z,[z] = NTT(a)
begin
A <« Bit Reverse(a);
for m =2 to n/2 by m = 2m do
w,,<—m — th primitiveroot(1);

m

of degree n—1 and

w<squareroot (v,,) or 1
for =0 to m/2—1 do
for k=0 to n/2—1 by m do
(tyu)—(Alk+j+m/2], Alk + j])
(tyuy)«— (Ak+m + j+m/2], A[k+ m + j])
ti—w * t;
ty—w o Ly

(Alk+ 5+ m/2], Alk+ j1)— (uy — ty,uy + £1);

(Alk+m+ j+m/2], Alk +m+ j]) « (uy— to, uyg+ ty);
MEMORY [k + jl< (Alk+ j+ m], Ak + j]);
MEMORY [k + j+m/2]< (Alk+ j+ 3m/2], Alk + j+ m/2]);

end
Ww e W,
end
end
m<—n;
k<0;
w<squareroot (w,,) or 1 /° Depending on forward or
backward NTT */
for j=0 to m/2—1 do
(t,uy)—(A[j+m/2], Alj])
ti—w * 1y;
(Alj+m/2], A [/])‘7(111 —tpupt ity );
MEMORY[j] < (A[j + m/2], Alj]);
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