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ABSTRACT

In this paper we provide a wunified crypto core that integrates lightweight symmetric
cryptography and authentication. The crypto core implements a unified 128 bit key architecture
of PRESENT encryption algorithm and a new lightweight encryption algorithm. The crypto core
also consist of an authentication unit which neglects the use of hashing algorithms. Four
algorithms are used for authentication which come from the Hopper-Blum (HB) and
Hopper-Blum-Munilla-Penado (HB-MP) family of lightweight authentication algorithms: HB, HB+,
HB-MP and HB-MP+. A unified architecture of these algorithms is implemented in this paper.
The unified cryptosystem is designed using Verilog HDL, simulated with Modelsim SE and
synthesized with Xilinx Design Suite 14.3. The crypto core synthesized to 1130 slices at 189Mhz
frequency on Spartan6 FPGA device.
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| . Introduction

The lower abstraction of IoT architecture
consists of low power and low cost sensing
and identification electronic components like the
Radio Frequency Identification (RFID) tags.
these devices are constrained in a sense that
they comprise of less than 512 bits of memory,
consume less than 10mW of power and consist
of less than 10k hardware gate count out of
which less than 2k gate count is available for

security purposes[l]. These constraints have led
to the branch of lightweight -cryptography
where algorithms with simple structures and
medium level security are implemented on
constrained devices. The focus of this paper is
the integration of lightweight encryption and
authentication into a single crypto core.

A popular lightweight encryption algorithm
that has been accepted as an ISO/IEC standard
is the PRESENT algorithm[2]. PRESENT is a 80
or 128 bit key size, 64 bit block size and a 31
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round cipher. It requires 310us to encrypt a
block of data at 100KHz. A new lightweight
encryption algorithm [3] is designed to reduce
the encryption time. This algorithm requires
80us to encrypt a block of data at 100KHz.

Lightweight authentication algorithms consists
of components such as pseudorandom number
generators (PRNG) and cyclic redundancy check
(CRC). This paper provides the unified
architecture of four Hopper-Blum (HB) and
Hopper-Blum-Munilla-Penado (HB-MP) Family
of lightweight authentication protocols: HB,
HB+, HB-MP and HB-MP+[1]. The unified
crypto core is shown in Figure 1.
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Fig. 1. A Unified Crypto Core

Il. Crypto Core Algorithms

The unified crypto core is shown in Figure

1. It consist of lightweight encryption
algorithms and lightweight authentication
algorithms.

Inputs: key[127:0], plaintext[63:0]
Outputs: state]63:0], {state131:0], state2][31:0]}
Algorithm 1: PRESENT Algorithm
generateRoundKeys(key)
for i =1 to 31 do
state = addRoundKey(state keyi)
state = sBoxLayer(state)
state = pLayer(state)
end for
addRoundKey{state, key32)
Algorithm 2: New Algorithm
generateRoundKeys(key)
fori =1+t 8 do
//stage 1
statel = addReundKey{statel, keyi)
statel = sBoxLayer{state)
statel = pLayer(state, keyi)
statel = addReoundKey{statel, keyi)

[ /stage 2

state2 = addRoundKey(statel, keyi)
state2 = sBoxLayer{state2)

state? = pLayer(state2, keyi)

state? = addRoundKey{state?, keyi)
end for

Fig. 2. Lightweight Encryption Flow

Lightweight encryption  Algorithms:  This

consist of PRESENT which is a 31 round
Substitution-Permutation (S-P) structure cipher
and a New algorithm which is a 8 round
Feistel structure cipher. Both algorithms consist
of 128 bit key and 64 bit block. The encryption
algorithm flow for PRESENT and the New
cipher is shown in Figure 2.

Input: x = {01, v = {01, ai = {01
output: by = {015 =
Algorithm 3: HB Algorithm
fori= 1+t n do
generate random noise vi = {01}
compute z = x.a v
end for
Algorithm 4: HB+ Algorithm
fori=1+t n do
generate random numbet by
generate random noise v; = {01}
compute z = (xa) * {v.h) * w
end for
Algorithm 5: HB-MP Algorithm
fori=1+t n do
generate random noise v = {01}
generate round key x: = rot{x,yi)
compute z = (x.ai) " Fh) "~ w
generate by such that bux = z
end for
Algorithm 6: HB-MP+ Algorithm
fori=1+t n do
generate random noise v = {01}
generate round key x = f{ai,x)
compute z = (xa) * {v.h) * w
generate by such that b = =
end for

Fig. 3. Lightweight Authentication Flow

Lightweight Authentication: The crypto core
consist of HB, HB+, HB-MP and HB-MP+
authentication algorithms. The algorithms flow
is shown in Figure 3 where (.) is dot product
and (") is an XOR gate.

Ill. Proposed Hardware Architecture

=

Fig. 4. A Unified Encryption Architecture
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Figure 4 shows the proposed hardware
architecture datapath for the unified lightweight
ciphers. The input consist of the plaintext and
key while the output is the ciphertext which
concatenates two 32 bit registers dreg_msb and
dreg Isb. Multiplexers are used to route the
data based on the selection signal protocol.
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Fig. 5. Unified Authentication Architecture

Figure 5 shows the proposed hardware
architecture datapath for the unified lightweight
authentication  algorithms. The  architecture
consists of random bit and a random number
generation unit which uses linear feedback shift
registers (LFSR). The dot product unit computes
the dot product of the key and the random
number using AND (&) and XOR (") gates in
the equation: " (key[63:0] & random][63:0]).

IV. Results and Discussion

The hardware architecture of the proposed
crypto core was designed using Verilog HDL
and was verified using FPGA. Xilinx Spartan6
was used for the purposes of synthesis and
Modelsim SE-64 10.1c was wused for the
purposes of simulation. The synthesis results
are tabulated in Table 1.

Table 1. Synthesis Results

Algorithms Area Max Freq.
PRESENT]2] 202 Slices 254 MHz
NEW[3] 196 Slices 337 MHz
HB[4] 77 Slices 311 MHz
HB+[4] 302 Slices 223 MHz
HB-MP[4] 430 Slices 157 MHz
HB-MP+[4] 366 Slices 160 MHz
Proposed Core 1130 Slices 189 MHz
Area Saving 443 Slices -

V. Conclusion

In this paper we propose the hardware
architecture of an integrated crypto core that
combines two lightweight encryption algorithms
and four lightweight authentication algorithms.
the core synthesized to 1130 slices at 189
maximum clock frequency on Spartan6 FPGA
device. The core saves up to 443 slices as

compared to implementing the algorithms
individually.
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