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5% (projective) HEAE ©] 83 272 FAl(scalar multiplication) A4tS A W3dh= 224-¥]E E}
Y4 S I (Elliptic Curve Cryptography; ECC) ZZAM A2 AA| sl 7|&dth 243 GF(p)
el g, WA, S5 S A AdS Ak, AgtEd stedo] AdLmTE F Al dAt
£ AAFOEHN st=Edol EFEE AAAHT A3 E Montgomery ladder G EE ©] &3t
2zl g4 A4S Aolsidon, e HEEAd Ho kst ~Zet 4 A4k A
2615201 F5 Ato]Zo] 28Tk MAE ECC-P224 Z2A|AE Xilinx ISimE o] &3 7150F <
&9tk Xilinx Virtex5 FPGA tulo]lx §AA 7,078 Lelol 22 FAHACH, Hd 79 MHzol A
A8k

7=

ECC, Modified Montgomery ladder, Projective coordinate, ECDH

.M 2 and Technology; NIST)olA 2011d& 7]|&o2
224-HE o]49] 7] dolE XY= I ¢
AFERQIEI Y (Internet of Things; IoT)2 A& =2 gasty ¢
AE EE AR AR Aold dFE Bate] 2 B ANt 24HE 7] ZdolE AUste
dd ABE FHSH, AR FAY AsE A EceP224 Z2AAME HAS T, Xilinx 1SimE
H 2~E AFgoh AT 7171 @ A 2="lo] gt o) gste] A =zH3FS Sela ).
HokolHe 7o HeEI 2l AxE9
Ezgo] BASA HWA AREARe] AAY, A

g, At Foll dsirt 2D & o ol Al Il. E}JI=M o5 oAna|E
A4 AES(Advances Encryption Standard)[1]<}
Z2e A 7 GIAZEFG AE BGHA 9T g d g3l 23S 53 9+ ECDLP

< 3t 7] a®, AAAE, FAY AF sl A (Elliptic Curve Discrete Logarithmic Problem)+
5= HdAE 7] dEALHl(asymmetric key  gloima age] azhel @Al A4 Q=kFPolA A
cryptography) ] 8ol Sdi= Ut P} Q2 U3 QolE AL kS UYolyy] ojdY
B4 ¢S (Elliptic Curve Cryptography; +» s ojm|alc}. oju] A4 ki Agxte] HH
ECOE ME 3 dd=rk RSARISE Malsted B sjojn), 3 Qe AHgAte FAvl0Ith &%
gHolete glol duAdA AT SN2 4B gpp) el BRZde A 1) 2ok AF ab
2 AgHEL I IRHRFA7|EH = ECC 7b 4a* 4270 # 0& WEITA o] WA AL HA|
g nes @ IR SUHSECKDSAE  gaza g A @t F3Ud 0%
AREAGA TF0Z A AR [3]. 7l Aol s 28 F(group)e FAEHA
Bl Aol AHojEs f3Ale Aol uwebA By
ECCE vhofdt Bk s Aestd, v= =

F7l<d T4 (National  Institute of Standards =2 +az+b )
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NIST P-224 EIREZME X|&SH= 224-H|E ECC EZM|A

Table 1. Point addition and point doubling for EC
over prime field using affine coordinate

A G @At (Q-A+B) | & SH) a1 (Q=28)
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X1~ Xo 2y,

— 32
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Fig. 1. Architecture of the ECC-P224 processor
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Fig. 2. FSM for ECC-P224 processor
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Fig. 3. Architecture of the Alu_GFp224
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x-coordinate
y-coordinate

(a) Simulation results
k = 76A0AFC1 8646D1B6 20A079FB 223865A7 BCB447F3
co3 8 78EA4CDA
Al 2 kG = (2;.9,) = L3
z, = F887C158 65203FF7 2C69C113 A457DF64 4F627801
DFF99D1B CCB49C2D
v» = ADEI18B5B B7118745 017631E5 E54B36C0 332D70B3
CAAS8FB10 728B66EO

(b) Reference data
Fig. 4. Functional simulation results of ECC processor

v. 7|sd&

AAE ECC-P224 ZZAAE Xilinx ISimE ©]
&3 AlEHA ZAAFgH SAdENzIT
Fz F¥ #B1E vustd ZFY 52 F3<
sttt 18 45 ECC-P224 Z2A|A 9 AlEH 0]
A Ay Fx Fd & BAFT NIST
FIPS 186-20 A 9]=o] = Curve P-224 B}
A ZEvEE AMESEen, 224-HE FE5
“76a0afcl 8646d1b6 20a079fb 223865a7 bcb447f3
c03a35d8 78eadcda”’E A H Glz,y)ol 2=Zzh
#4389t 219 4-(a)°lA oEND_ECC A&}t
A 27z FAlol d5d o FE “f887c158
65203ff7 2c69c113 a457df64 4627801 dff99d1b
ccb49c2d”, y 3 “adel8b5b b7118745 017631e5
€54b36c0 332d70b3 caa8fbl0 728b66e0” 7} =2 F
< B3JT = Ut ol O¥ 4-(b)e F=x 7d
W Ags] dAEFFS AT 5 U

v.d B

NIST FIPS 186-2 E=<¢toll Ao Ho] e e
I P-2245 A Yt BRI g3 Z2AHA
2 AASYth Xilinx Virtex5 XC5VSX95T FPGA
gulol 2~ FAAF 7,078 Sglo]~E FHEHJYL
o, Hd 79 MHz9| &% F35olA F23A .
278 FA Azbel Hd 2615201 FF Aol E
o] 28FH, Ho T2 FFdA 331 ms7t &
8" AS=E HridE.

ACKNOWLEDGMENTS

- This work was supported by the Industrial Core
Technology Development Program (1004 9009,
Development of Main IPs for loT and Image—Based
Security Low—Power SoC) funded by the Ministry
of Trade, Industry & Energy.

- The authors are thankful to IDEC for EDA software
support,

ik

kel

[1] FIPS-197, Advanced Encryption Standard,
National  Institute of Standard and
Technology(NIST), November, 2001.

[2] R. Rivest, A. Shamir, and L. Adleman, “A
method for obtaining Digital Signatures and
Public-Key Crypto- systems,”
Communications of the ACM, vol. 21, no.
2, pp. 120-126, Feb. 1978.

[3] TTA Std. TTAK.KO-12.0015/R1, Digital
Signature Mechanism with Appendix(Part 3)
Korean Certificate-based Digital Signature
Algorithm using Elliptic Curves, 2012.

[4] Izu, Tetsuya, Bodo Moller, and Tsuyoshi
Takagi. “Improved elliptic curve
multiplication methods resistant against side
channel attacks.” International Conference
on Cryptology in India. Springer Berlin
Heidelberg, 2002.

[5] KISA Std. KISA-WP-2011-0022,
Development of Improved Korean Digital
Signature Algorithm and Standard, 2011.

- 190 -





