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Fig. 2. Structure of SHA-256
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Fig. 3. Architecture of SHA-256 using 16-bit datapath
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(a) Simulation result of SHA-256 processor

Let the message, M, be the 24-bit (/= 24) ASCII string "abe”, which is equivalent to the
following binary string:

01100001 01100010 01100011
The resulting 256-bif message digest is

(b) Reference data[3]
Fig. 4. Simulation verification of SHA-256 processor

- 195 -



n= §&F 7|&dATF4 NISTAA TEI FF=
A4 FIPS 180-2[3]°1 A &¥E SHA-2569 Hlo]H
T2 32-HEES 16-HER Zo A3 sty
Axlo] HE BRoA 72T FY3 A4S A
71 938l A2l AA =B BEEH A7 T
APIE 7} F718HAIRE el A 28] Z7]|7} &9
ZaEE AlOlE 7 ¥ @] Wil AEE A
AF AL CMOS EF A golByz AT
A3 100MHz F2&F350lA 18,192 GEZ Fd
HRorw, 192MHzY Hd X4FI35E Z=t

ACKNOWLEDGMENTS

- This work was supported by the Industrial Core
Technology Development Program (1004 9009,
Development of Main IPs for loT and Image—Based
Security Low—Power SoC) funded by the Ministry
of Trade, Industry & Energy.

- The authors are thankful to IDEC for EDA software
support,

I3k
ot

s

[1] WANG, Xiaoyun; YIN, Yiqun Lisa; YU,
Hongbo. Finding collisions in the full
SHA-1. In: Annual International
Cryptology Conference. Springer Berlin
Heidelberg, 2005. p. 17-36.

[2] NIST Hash Policy : http://csre.nist.gov/gr
oups/ST/hash/policy. html.

[3] STANDARD, Secure Hash. FIPS PUB
180-2. National Institute of Standards and
Technology, 2002.

- 196 -





