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ABSTRACT

EAP is an extensible authentication protocol that supports EAP methods with various authentication
mechanisms. Since EAP itself is designed as a protocol for authentication only, it is not used for general data
transmission after authentication between peer and authenticator. EAP itself is a protocol that can operate
lightly in terms of the simple communication structure of EAP, but the procedure may become more
complicated depending on which EAP method is selected and used. In particular, the IoT market has
recently become established, and frequent authentication environments arise due to data loss, modulation, and
repeated connections in a wireless environment. In this case, some highly secure EAP methods are not
suitable for some IoT environments that require lighter and faster communications than complex procedures.
In this paper, we design a lightweight authentication EAP method that is suitable for IoT environment that

does not touch the existing EAP framework and requires frequent authentication and fast communication.
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Figure 1. The loT market will be massive

loT installed base, global market, billions.
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*P3: Pentium II, 801 MHz

*WinXP: Microsoft Windows XP

*P4: Pentium IV, 2GHz

*VC: Microsoft Visual C++ Version 6.0
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