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ABSTRACT

The proposed scheme is proposed secure transmission of fixed data and unstructured data
among medical information transmitted in PACS. Unstructured data uses the AES encryption
algorithm as sensitive data And transmitted using encrypted mosaic encryption techniques for the
non-identification of medical images, which are regular data. In addition, we have experimented
with increasing the key size for encryption. As a result, we did not notice any significant
difference between 128 - bit size and 128 - key size even when encrypting the size of 196,256
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Fig 1. Configuration of medical diagnostic system
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Fig 2. Data separation in medical imaging
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Fig 3. Proposed AES encryption module
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Table 1. Experimental Environment

3-nodes cluster
cpu i7-8200 (3.4GHz, 8cores)
Memory | 4GB
HDD 1TB
Network | 1Gbps
5-nodes cluster
cpu i5-2600 (2.9GHz, 8cores)
Memory 4GB
HDD 1TB*2(RAID-0)
Network | 1Gbps
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m128-bit 4,025 26,281 24,107 = 24,057 24,641 27,600 22,753 = 30,347 18,798
m192-bit 5,701 31,632 29,038 28,220 29,632 31,799 27,516 34,810 22,901
256-bit 6,508 36,108 33,094 31,508 33,748 35,123 31,404 38,398 26,129

Fig 5. 128/192/256-bit Masked AES
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