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Il Related works

1, Cyber Security Threat Trend
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2. Personal information leakage case analysis
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2.1 Interpark Personal Information Leakage Case
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2 2 'Goodchoice' Personal information leakage case
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3. Status and implication of related works
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3.1 Strengthen education and training on information
protection for all employees
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3.2 Regular Vulnerability Assessment for all web sites
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3.3 Restrictions on user access and special permissions
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3.4 Regular monitoring activities on compliance with laws
and regulations
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1. Procedure for performing audit
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2. Audit performance organization
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3. Audit Object and Criteria
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Table 1. System Environment

ltem Contents

Change of password 90 days,
security patch, vaccine
installation, power off at work,
whether to block personal
information from PC

PC and office security
management

Servers, networks, databases,
security systems, web
applications, etc.

Performing technical
vulnerability diagnostics

Regular review and action on
applicants, job changers,
retirees, long—term unused
accounts, abnormal access and
records of personal information

Management of
information system
access control

Check compliance :

Intrusion detection system
installation, 6 months of
personal information protection
period and once a month
periodic inspection, personal
information encryption,
administrator page access
restriction, Separate user's
personal information for 1 year
and keep user's notice, etc.

Compliance with laws
and regulations related to
information protection

4. Audit performance cycle and method
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Table 2. Annual audit performance cycle and method

Item 1Q 2Q 3Q 4Q
Document audit O 0
Field audit O 0

IV. Conclusions
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