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ABSTRACT

This paper describes a design of an elliptic curve cryptography (ECC) processor that supports five pseudo-random
curves and five Koblitz curves over binary field defined by the NIST standard. The ECC processor adopts the
Lopez-Dahab projective coordinate system so that scalar multiplication is computed with modular multiplier and XORs.
A word-based Montgomery multiplier of 32-b x 32-b was designed to implement ECCs of various key lengths using
fixed-size hardware. The hardware operation of the ECC processor was verified by FPGA implementation. The ECC
processor synthesized using a 0.18-um CMOS cell library occupies 10,674 gate equivalents (GEs) and 9 Kbits RAM at
100 MHz, and the estimated maximum clock frequency is 154 MHz.
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Fig. 1. Architecture of ECC processor
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Fig. 3. FPGA verification results of ECC processor
over GF(2°™) using ECDH
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