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● 요   약 ●  

As malicious apps vary significantly across Android malware, it is challenging to prevent that the end-users download 

apps from unsecured app markets. In this paper, we propose an approach to classify the malicious methods based on 

permissions using Long Short Term Memory (LSTM) that is used to embed the semantics among Intent and 

permissions. Then the malicious method that is an unsecured method will be removed and re-uploaded to official 

market. This approach may induce that the end-users download apps from official market in order to reduce the risk 

of attacks.
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I. Introduction

Android is the most popular smart mobile device platform 

in the world. There are millions apps available in Google Play 

and other third-parties. Unlike other mobile systems, Android 

Operating System allows end users to download the unverified 

apps from third-parties. The end-users usually do not have enough 

professional knowledge to avoid these threats if they do not 

know Android security, which leads to the mobile devices at 

the risk. There is not an alternative app in official market, so 

that the end-users may download required apps from an unsecured 

party. 

To address this security concern, we propose an approach 

to automatically repair Android malware based on permissions. 

The LSTM applied to build the relationship by semantics between 

permission definition in manifest.xml file and called intents in 

method level source code. The permissions that utilized by 

malicious method can be removed and uploaded to official market.

II. Related Workds

There are various malware detection techniques for Android 

apps using static and dynamic analysis. The existing approaches 

can achieve higher accuracy by various features of Android. 

DeepRefiner [1] applied deep neural networks to classify Android 

malware based on both xml files and bytecode of methods with 

the accuracy of 97%, which is able to embed the semantics 

of bytecode to classify the apps. Although there are existing 

various approaches with the high accuracy such as SALMA 

[2], the mobile devices still suffer from the risk of malware 

because we cannot prevent the end-users to download these 

malicious apps.

III. The Proposed Scheme

The architecture of overall repair system is shown in Fig. 1.
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Fig. 1. System Architecture

1.1 Preprocessing

We collect the Android malware that are verified by VirusShare 

[3]. We only extract the two kinds of features from permissions 

and Intent by decompiling the Android apk in order to classify 

malicious or benign methods.

Permissions: Permissions are defined in xml file which includes 

the whole information about the application. The permissions 

can be easily extract by XML tag.

Intent: The intents only exist in the method level code. 

Therefore, our approach will analyze all java files to extract 

called system services.

1.2 Word2Vec and Identification

Word2Vector applied for transforming the code into one-hot 

vector. To this end, the system builds two dataset according 

to the unique permission  values and Intents retrieved from 

training dataset. Then, the LSTM adopted to embed the semantics 

of Intents and build the relevance among permission vector 

and Intent vectors. As a result, the malicious method can be 

classified by Softmax.

1.3 Automatic Repair

If the permission used for a malicious method in app, this 

malicious method will be removed in this part. The malicious 

method may be directly removed, then this app will be repacked 

and uploaded to official market.

IV. Conclusions

In this paper, we proposed a permission based  approach 

to find out the malicious method and automatically repair the 

malicious code using LSTM technique. As the growth rate of 

Android malware, millions apps produced in Google Play. 

However, it could not satisfy that the various requires of end-users. 

Our approach can remove those malicious methods and upload 

to official market, which may induce that the end-users download 

apps from official market.
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