2020 2elel FAlstasdarls| =% M273 M|25 (2020, 11)

T8 AdHY F4& A7HEolg OTP & &-83 XY

Hek A2

SHER, B AR
*me skl g 1A P H 5
7Sl st Aff 2 g 5
oo U)sha 7] 3 hE s
e-mail : doltwo@hanmail.net*, sshanl@kangwon.ac.kr**, csjeong@korea.ac.kr***

Server security system using active Internet address self-mutation and OTP

Hyug-Jun Ko*, Seong-Soo Han**, Chang-Sung Jeong***
*Dept. of Visual Information Processing, Korea University
**Division of Liberal Studies, Kangwon National University
***Dept. of Electrical Engineering, Korea University

=3 oF

of

43 AQEPe) AUE Bl AZAHY 2 56 & BLF FBE ABS0] AHUE Skow

AAHD Ak £ oHF ABES Al L §4 BFS] A FHlEo] wek Al Az

FEFD TUHPS 7] AT B 0§t pele] el e F3 drk W, GuFe] 22z

549 olE e/l Brhd §ARL AF 2 FAZL A2 Aotk oleld FEA BAL F

A nEUg Asue dgd SY5S Ao Wl me 9EHe WMAsH: MTD(Moving
H

e =
Target Defense)”|HE°] 7= Qi)

== HES A 7|9k NMTD(Network-based MTD)

& olgste] SAE Aol IP e} PORT 2 453k SSH o A gdte] S5 40% BEstil, OTP 3
Fgskol A8A RS B SSH o] BT WA ol BF Wb Fase Axwe A 2
TR,

AES Azte] H3to] uwel JEHor WA=
4 3} Agelde] AUl wol olEyYle swrow MTD(Moving Target Defense)”] % 5ol /il SIH1].
thoket U E9 9 56 & B8e o AJESo| 9l 2 =ToAE UESA 7]¥re] NMTD(Network-
EYlo] AdZdE= AlEClEYle] dgo] F=Z3ta 9t} based MTD)E ©]-&3}o] a|#H 2 YL AlAol ot
wE oolg st AFRES WA 2 6% moeaby] ey x Felshs Hob AIREE ARbEh Awie] 1P g}
AU So] wob WAl AAHS FEalm wugge PORT o tigh 2=u3(sniffing)7 = (Probing)”] &
om A% we W B ojfee Aw gl = olESt I FIAS FEHSE AT SR Apepn
4 FrrHow PRE TA CCTV o 97 ge g AF 8ol VIE R AR A Mol Ve s 28
S AR Weps Pael Aol ¥ohwer] pel o EAE AWl &3 QI 1P g PORT £ 4
Wk Abazh e Ao}, 838l SsH o A&tk o5 wdf siAe] "@AE
velsl Ao AAL BASL U Yot T8
A% A4S 2 WA AEd g3 4 2 A%
<1¥ 1, 2% root W AR>S ® Abgzke] OTP & ©] 8¢ SSH A& d7ts +d
olsh e WOl AlTE WA Ey] A= gy R A&l sl BouinAe fa &S ddAe
o] AAE FuSo] ~rz =EAol wolz s 4 = ol 91 AW HoF AAES A B 4

Qe AAFolop g}, oA AAF Axge w  ShA A
sluo] glolx AAs Wo] 758 Fae 2 9o e e R A= e B i s B - B R ]
wul ofuygl AR olE]dl W Awe] 7o gat o o°l skl AASkaL 2 FellA = NMTD 7]<ell o
W3l DDoS F4 & AWl Awd 5 i ojd ¥ WA ClES B AT 3 oA Aok A 2wl
Aol mots od nE uA Alawe] gkt = Tad APE UEs, v oR 4 FoA dEs


mailto:sshan1@kangwon.ac.kr**

2020 220l F=A|stEarELl 5]

=% H|27A M[25 (2020, 11)

7] =%

2. Related Works

NMTD = T&* Heb 7|24 vES A 54
W AAE eEAeR MAsy Aol gl dis

o] Abdo] WA g . DYNAT(Dynamic Network
Address Translation)[2]+= IPv4 7]RFe] NMTD 7] o)™,
AlZrel whel k& 7] Zk(Keying Parameter)o] A 3}3k=

ZIelth JHAA P F40 MEYA F4 FES Al

ol
E

ﬂ?‘ﬂ 14—D—1X] X—]EE 25 oL§§} = iii}% %H
MBle] F49 PORTHE Y =ES o=

APOD(Applications that Participate in their Own
Defense)[3]:= IP 49} Port HEE X &HHoz WA
sto] FAAE Eehol mwmgl= WRlelnh HTle] 1P
T29F PORT W35 72 d 2479 ez ¥
dste] sjFle]l $AA MEYAE Hold woh 54
A MEYA =25E o A3 G HAATE &
£ LA IPF49 PORTHEZ H3c)

NASR(Network Address Space Randomization)[4]<> ]
Mol 1P F2E W) vHrE JgoR ow 24
H ¢ FEY2EMWorm Hitlist)S &% A HEt)
4 UEYT 4 g9 AMH|x= 9l DHCP(Dynamic
Host Configuration Protocol) A¥ ZH-H T ~EEo] ¢
A AN v J2E FAE st §
Eo] IP 40 )3 Ho|(Mutation)S T 3F= WY
oJt},

RHM (Random Host Mutation) [5]-2 &2 &l 2%
Aoz nkgdh Bk ofye} F4 W] WE QnE
o] HastE fd AAEHATY eHEF=E HA
3= W o2 RHM 2 LFM(Low Frequency Mutation)
3} HFM(High Frequency Mutation)S AF&3C} LFM 2
SEd WD P F YIS v Wojoln),
HFM & LFM o] &34 Ip 49 Hwoﬂ %3 s
Anh F

IV}

TE A]aEle] AL <13 259 )l WA AH
o] TE&A<Ql IEY F4 B PORT W74 S 918 F4
Holeh Aue] Wol FAL ATAME AFshs A

B o o] AE(Agent)2t WA H IP 9 PORT 2 H& Al
g ofolrigl A9 EE el ATAHY A

£ £ JE P9 Port & dHFE HE FgoldE
¢} 5235 OTP(One Time Password)= -4 ¥ t}.

<19 2. 588 <AHY F4

1l Ap7pelek OTP &
283 AH HoF Al AE>

e

3.1 Fao] AW of o] 71 E(Server Agent)

FAao] AMH Agent & <71¥ 3>3 o] IP F
(Pool)§tell 1= IP & &&ste] &8 IP 9 PORT &
27 o] Al7IHA WA E IP 9 PORT S AW =
SSL E4ls o]&sto] HEstal, SeolAEAA HF
H 97 S SSH & 714 IP ¢ PORT 2 %2 4 3
=% NAT(Network Address Translation) & <=7%3}]
SSH & (Daemon)°] A} IP ¢} PORT oA =A%
7 AestA g

Server

Application(sshd)
Bind ip 172.100.1.100

TCP

I i

IP 1P

124.111.52.3 172.100.1.100

A0
FaBO0| 2 AA
M| Agent

Virtual
NIC

Physical
NIC

Aol A ZeteldER A AY
olE] o] 29} B =] NAT 45-3— i 2 R =
Askg 7% IP ¢} PORT 1t !
o] o] Hth 2}, F714 OE Z,jé IP 9} PORT 7}
A HW s BAe ZolAA Hn) A AAHA

-
o

3.2 ASAH

Fawo] AH 01]O]X4Eoﬂxi SSL 2 A%
ol¥l F29} PORT = dlo]E|Ho] o] A7
I} AR TE 4 0%7} 5 2 OTP %
TdE o] low, & A
2=3le] HalHEel OTP & 29|~ A28 g8 A A

J}ﬂlﬁdi

O]-EE_O]E oﬂ T= %]

- 432 -



2020 22lel FAS=swES| =

=

gho] 9li= Aue] &Al IP 9} PORT & <elFth
3.3 AFEAL QI EYCAE
ALEA} o1 Eo]dEE <8 4> <1¥ 559 7
o] og FaHh AXH AT HPES Fote] ¢
il ﬁﬂtiA T2 7= AR olWd} A=E
&3t *Mﬂ QR FI=E o]&siH, o
= OTP) ol S=3to] &g 4 OTP =
g@ 54 HW OTP & AH&E Z & gl
Gl

@)
_|
=
éﬂl
%HJ

<19 4. AFEANZE 2ol AE-OTP 55>

<I1¥ 5 ALEAQIE ZFEo] A E-OTP US>

=32 UESA 7|Hke] NMTD(Network-based
MTD)E ol&ste] si#Ae] HYs Wolste 7e=2A
el 1P ¢ PORT o tgk 1] (sniffing)”7] =3} X
Z W (Probing)71 &S o] &3 AZYE FH3 A7)

E{Lj\ F4 A7pHo] Hl & (Daemon)S &

Aol A &8k Y IP 9 PORT
SSH o Zg3te] si7e Bxg w5
7S Adsta, 7 A e i
ek Bl o RN FE&OFE AMEShE
Aol digh EHS shaxt "dz—ﬁ AREAFE] 2~
nMfEZS] F= A d3tvis 2 HEe OTP & &

&3kl SSH ©] IP 9} PORT & x3]3t= HFE AHEA
o] &% 2aE FHoEA F& AR g NS
skl ik &S dqusts adE & ¢ itk
EF P W] 5T Ao R o]Fo] Ho uket
FAE A w2 ad g3 glenw A E |
& Abe] B HE FYE A

3, 7 Aade] 549 adEA WEHs F
gAY AARE T 5 os W SR o 4
it eito] 7hseite A E}.

[1] Kyungmin Park, “Network Address Mutation for
Proactive Cyber Security,” Ph.D. Thesis, Chungnam
National University Daejeon, Korea, 2018.

[2] D. Kewley, R. Fink, J. Lowry and M. Dean, “Dynamic
Approaches to  Thwart Adversary Intelligence
Gathering,” Proceedings of the DARPA Information
Survivability Conference and Exposition, pp. 176-185,
August 2001.

[3] M. Atighetchi, P. Pal, F. Webber and C. Hones, “Adaptive
Use of Network-Centric Mechanisms in Cyber-Defense,”
Proceedings of the sixth IEEE International Symposium
on Object-Oriented Real-Time Distributed Computing,
pp. 183-192, 2003.

[4] S. Antonatos, P. Akritidis, E. P. Markatos, K. G.
Anagnostakis, “Defending against Histlist Worms using
Network Address Space Randomization,” Computer
Networks, vol.51, no.12, pp.3471-3490. August 2007

[5] J. H. Jafarian, E. Al-Shaer and Q. Duan, “An Effective
Address  Mutation  Approach  for  Distructing
Reconnaissance  Attacks,” IEEE Transactions on
Information Forensics, vol.10, no.12, pp. 2562-2577,
August 2015.

- 433 -





