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SDN(Software Defined Networking)> &2 W3 A v Loz WEIE A T2
A gt SAAQ Alolg & 4 ok B =i SDN 9 §A4& &8, SDN 784S AEE
ot 2948 Fgetel ¥ YuE FHHL o Jwon AL B AW i W v
B, 34 94 BE, 97 $A Bg 58 AAstY Z2adysta YRS A8t AMula AR
(DoS, Denial of Services) &2 S xtetels= WS AA g}
1. M2 daagl AEZHS} ~9XE &8s 34 HRE
SR8l o] E VWt R FAS gAY agHoR
A H] 2 AR (DoS, Denial of Services) &2 & A&zt  DoS ¥4E& apdtct. Z47+e] SDN HEEe| o 29
o] AYS uAAA Ax"e] ZAFS dWefety sk Ade ZERINYE A9 42 o9 25 34
ohejHQl A9 2A o2 sty % thEd A7 A EE, AR EA BE L Aol Dos AL
7b FaEo] Y1), 71 AT [2]lME Dos Bl wAlskal Abddit 3k 34 7l duUgor A
g N-IDS & ©] &3 B4 WS AASAh 3 Foke] ZAsta Z4d ARs AEE N dEste
gk A9l ¥A AlzE (IDS)e F7HAQl AuE "Be 4 94 JlEdl AHEHe AlaEs AkE
2 33 IDS o UEYANA L Ao uwa} o]
gebd 4 gt wel qlviEl. A [pelne 2 HE AT
SDN & #-&3o] DoS &45 ¢3hA7l= 5+ 7HA W 2.1, SDN
H<l FLOWSEC 7] ¥ BLACKBOX 7|'H-& A|A|5}3l SDN & =35 o] el dolEl Z#<Ql(Data plane)}
T} FLOWSEC 2 AZA<Q A7 wet Add 7sA Ao Ed91(Control plane)S w23t AEE 7S
©] A3l BLACKBOX & A#<l 3AA7} adk 7] 5 Hsstal UMEA 545 TR} st &
He Fotste] olE 938ty AT 5 = 7ted £42A AAE T 5 ALEF SHSITE SDN 2 SDN 7
o] 9l EZ#¢ SDN 29AZ FAHa SDN TRZEFS
FHE, 7w HER F358ke dolEel o UE 3] 4157 Flow Rule & &3 dolE #7S Az
Az #AYE 9 o9, olgs Ao a8y g ol TR VWE EdY £48& 7HsEH
S 3AA17]7] 9@l SDN(Software Defined Networking) 3til 24 T2 agiWS & 4= 9lom B folH=
71%o] AFEATHE]. SDN 29X+ FAd R Al tdsln a&doz Agd 4= J=EF Frie]
oAE g MENZ 38 Z2adgYd ¢ =S I =FoAE SDN o 5491 g w7 AlojE
AAEQJE SDN & #E|x7F 7iwle Edy BAS 88 a840% DoS 48 ®©AE Adss
7VestAl stal, HESA 4% A4 ZEadyd 7S Abdth Adtd FERE 293 ZYEE
4 A @k kA Be dolHE tddn &g VTS I & 4 i SDN 29A[7]E ARSI,
Hog AT & dv FHES 7. IDS & Ab&ste 71 71W dib] 22 oW =R
B =EdAE ojgje SDN 9 5A4E &83te] DoS ¥4& ¥4 2 Add = lth
DoS 4S5 #wsts WS AlA g o= SDN + 2.2, 7|& |
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71 AF2A4 Snort, WinPCap 5
IDS & F&5FoZH DoS &4S A8t Ads)
WiHol AAH AT 2], 2]
(IDS)& F7H491 A& d8= sha,
A ol A o= B A=A o wel #Ad o]
el 5 dokeE EA7E 3],
71¥€ A2 SDN AEEZ ] 3 DoS
9k3}sl7] 9)@l FLOWSEC ¥ BLACKBOX =
s
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3. Aok AlAH

3. 1. Heh A& 7=

(7" 1) Ak A 2E 2k,

(78 D& & =folA Ackehs A~ge] F25
=23k Rojtk. AQE Al2=¥le SN AEE 2 SN
294, Ut ARgAe R AT AR A A
& ARS ARl ofefH AR AR e 4 lvk. SN
HMEZH = SIN 291270 =3¢ Eg Aug 7t
o2 o)A AbgARE shedetar, ofelA Abgate] E

NS Hrletes 229 FES gtk SN 29
A= EYY ARE 538 SIN AEEZ#HZE A8}
A, 225 Hd v Egge x99I, sy
2 otol A AlgAlel tidk JHE 3 olE 7Rk
o2 AZY 34 HAE I F Jd=F g

3. 1. 1. SIN AEZH
SN HEEel+= 4 ®©A EaE(Attack Detection
Module)® =29 13 AA7](Flow Rule Generator),
#9189 e 25 (Threat Level Management
Module)& 23%stt). 34 ©A EE2 SN =947}t
TR 97 dolEHE v|Hto g ololH AlgalE
whetth, &9 AIZE & 54 ARSAEFE EAg o
' AREA}

(713 2) BLACKBOX ol A AF&-% 3k A ™Al[4]

© = [4]°14 AletEl BLACKBOX 2]
2 ols gl HEE

N = I )
e RELS F4o] X 9 dHs A3

A3 49 Ay EEe A3 dHEe 98 sleMNo
Threat), @2 9 (Low), ZA(After Low), &=L 9
HHigh=E =", A dded met 34 g4
VS g2 2ATorA e ¥ Ast #
AstAl e + AEF stk =7] AJHIQ! AF %L
- SACA HE o] #XE A5 Y Foe
2 ¥z WAk, & 99 eolHel AZE w@
Elo]H & 7hsdtth, & w9 EolWe 7t 913
7ol ZEf Holo] 7]Eo]l H& EpolW=E, AEgh ¢
g odE =4S fs8 AFESth. A &9 Elolu =
T4 ool wE AJH| Holo] 7|Eo] Hi= ElolmE
Ao 97 o] o= wA s A7 w9
E}o] e ALl
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3. 1. 2. SDN
SDN 2291 %]+
ElH o] 25
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AREALZ R g Flo] G4l
W7 A HZE SDN
e FAA F4,
Z 1= SN Flooding 32
4o Ahgsit. HFl AAES
ARre AgdgozH

2= SN 295 <)

g2 A3},

ZRE 7o Adyd ¥4 A EES SN 29
A7F R 7 dlolHE 7wtz ool A Al-gx}
S Fdsit, ool A Abgxl #okols ©e Al &
WA G, A9 F AN, 7] FHE HE 9 ¥
& VES A S k. ool A ALgA} Boto|=
4l A G AR 5, g9 E ARSE, 9% FRE
H& 59 4 7|ES A 7 AUk, oFo A ARE-
A2 oAE = AR gXE A, FES 1
Ag7Iel A9 dd el BEoA A 2sE 47t
AGtt, 98 ANase ¥4x FAE ¥, ¢
3o feE BEEe Y AsE 24 98 o
AE AQUlolE & F 93 A wE A7 3A I
HuE S T4 74 BEA Agdsith. 9F 724
gt H e @9 A1 G SF e, g3 ALSE
g7 FFol oE HE Tol € F dY F2S A
A7 ] ANIE Feofste 29 85 A

3L o] & SN 2=9A 2 HEgkch, SDN 29 X+ SD
EZYZEYH ZF2§ 3o HAEHd olF &
T2 dolEl Hlo] 2o AAstal FEG gt e

xoof X E 8 = ox
O U S o pu o
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A g4 ey 99 49 #g 2Eo] AT 4
2 e £ Y2 g} I
= og] 27 DoS A e
== 99 o #e 2E,

JAl AASEAL, oS
Holiiz} gy,

ofy rir
i,

2L R L oo X
o
2
e
fr
o
=]
o
=
k<)
Au)
=)
P
tlo

o i) o
O
ol

> 2
k1
Ho
re
QL

2 30 ol ofd

4

6. Acknowledgement
“o] =L 2015 UE AR (WS Yo 3

TATAE N 2ATAL Y A LS Top FalE A
2] (No. NRF-2018R1A2B6009620)” , 1Al 42} 711] 3],

ik

FNEd

[1] Specht, S. M. and Lee, R. B., “Distributed denial of
service:  taxonomies  of  attacks, tools and
countermeasures,” Proceedings of the International
Workshop on Security in Parallel and Distributed
Systems, CA, USA, 2004, pp.543-550.

[2] A4, TS, “DoS &Zo| tjd N-IDS x4 2

- 399 -



2020 2zfel FAlsteU B3| =

x|
=

®273 ®|25 (2020, 11)

A2 24 A S AFEH ARG =,
e A 1.8}38), 13, 6, 217-224, 2008.

[3] Tommy, M., Xenia, M., Xiangyang L. and Kaigi X.,
“Selective Packet Inspection to Detect DoS Flooding
Using Software Defined Networking (SDN),” IEEE 35
International Conference on Distributed Computing
Systems Workshops, OH, USA, 2015.

[4] Yun, T., Vincent, T. and Mutalifu, K., “DOS Attack
Mitigation Strategies on SDN Controller,” IEEE 9th
Annual Computing and Communication Workshop and
Conference (CCWC), Las Vegas, USA, 2019.

[5] Kreutz, D., Ramos, F. M., Verissimo, P. E., Rothenberg, C.
E., Azodolmolky, S. and Uhlig, S., “Software-defined
networking: A comprehensive survey,” Proceedings of
IEEE, 103, 1, 14-76, 2014.

[6] Software Defined Networking (SDN), ONF,
https://www.opennetworking.org/onf-sdn-projects

[7] Zha, Z., Wang, A., Guo, Y., Montgomery, D. and Chen, S.,
“Instrumenting  open  vSwitch  with  monitoring
capabilities: designs and challenges,” Proceedings of the
Symposium on SDN Research, LA, USA, 2018.

[8] Alata, E., Nicomette, V., Kaaniche, M., Dacier, M. and
Herrb, M., “Lessons learned from the deployment of a
high-interaction honeypot,” In 2006 Sixth European
Dependable Computing Conference, Coimbra, Portugal,
2006, pp. 39-46.

- 400 -





