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1. M2 SHe Al ZbA] & = Qe B2 Wd HE &

IoT(Internet of Things) 7]&o°] dsto] ule} Al FA WHolgHb] & HFHE obF A
FEE ~nlE gulojago] AT Lol 2] z7] @A ol7] wite] 1FW dagEFs &8s}
a1 dtH1] 283 [oT gulo]l 252 wedt AlA o A3 HAHo AYPS = Zo] Fas FHto ©
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B ¥ ojof gt} o] g HekgdS EAdsty] fldl o wth A3t ¥ AES <A 3| 2E Arstirt. 9]
T gaglFo] oy R AgHrt 4E < = NSA(National Security Agency)ol A 7123t
< A4 AN TE9 dEgrt atd A A E=2935 SIMONS %42 322 Fdsgoen
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AdE fule)l~E gidew 3 A EF U4 =2 A% B2 93 LEAS %A 3law HZ 3}
LEA[2], CHAMI[3], HIGHTI[4] 7} 7B it} Tdste] a5 dugE 48 Ads EA5ATH
a5 duEgFe W AFEY FA] disiA [11]°] LEA &Rt} gA} AEE tf Bo] A&
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2.1 Grover on Korean Block Ciphers[11]

20204, 54 A E5943% LEA, CHAM, HIGHT
F2b 3w d 2 FHAHS)eke A7 AP E A

1;], 37]_;<] ol—i oL—yﬂé EIE'E_ /\]_& .f.{.u].g ] okg].7]

3 2= st 7] 2AES WAste] Fdst=

7ol A-&5 At} A LEAoI A 7H B2 A4

mlm

f

o] AbgH =], 53 8ol A8 JHS7F HIGHT,
CHAM} vl mj$ =t} sy =3 3 A
I 219 2o
CE 1) 78 2]
Qubit Toffoli CNOT X

CHAM

64/128 196 2,400 12,285 240

CHAM

128/128 268 4,960 26,335 240

CHAM - )
198/956 396 5,952 32,277 304
HIGHT 201 6,272 20,523 4
LEA
123 385 10,416 28,080 68
LEA
192 513 15,624 39,816 100
LEA
256 641 17,856 45,504 130
LEAS] 7] 271% @5olA 44 slio] Fase
d olwl Bad AFES wF Aol s v
Folth, B wRoME shbe] 4% 7 IS A
Fgaty] 7] 2AZS FADY YFE ABE &
ol P Aol Er} 2EAYAW, hE F5ES ¢
@ Fue deaA deony Flel AFE 2
F gl
3. Mot 7H
B EEo A LEA 7] = ER S

E, ‘AE ASCII Z==2 X33 § & AFE3tY 44
13 2t}
5[0] = 0xc3e fe9db, §[1] = 0244626602
5[2] = 0279¢27¢8a, 8[3] = 0278df30ec
5[4] = 02715ead9e, 5[5] = 0zc785dala
§[6] = OxeO4e f22a, 5[7] = 0xe5c40957
(A1) A3t 6

LEA?Y] 7] =ASdAME 48 7] g K9 A 59
e SAl 183l nobit F5 2H M ROL,
B8 @e= 71 RKE AT LEA-1289]
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0] = ROL,(K[0]EHROL,(§[i mod 4]))
1/HROL,, ,(5li mod 4]))
2] ROL, . ,(8[i mod 4]))
(K[3]EHROLL+3(6[imod4]))
K[0], k1], K[2], K[1], K[3], K[1])
(541 2) LEA-128 7| 2A1Z

71E9] LEA FdoAM = Ko ZHoolAd #H § ¢ H
AL #8798, LEA-1282] 4% §[0], o[1], 6
[2], 6[3] #S I FHES TPt § e
32 HER FAFe] ZF 32 FHle] AMEEHI F
128(32x4)71 9] FF8leo] ARE HAoh LEA-192&
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S gslogn 7] AF AR LEA-1289 A4
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Algorithm 1 : Change 6[0] to §[1]

Input: §, 3, (O0xc3efe9ddb)
Output: 8, 4 (0244626b02)
1: X gate(4,), X gate(d;)

2: X gate(d,), X gate(dy), X gate(d;)
3 X gate(dy)

4: X gate(d,5)

50 X gate(d,4), X gate(d;5), X gate(dq)
6: X gate(dy3)

7: X gate(d,y), X gate(dy;), X gate(dyq)
8 X gate(dy;)

9: return §[1] = {J,, 0q,..., 351}

(LIEIZ 1) §[0]olIM §[1]=e| st

(elx
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[ty
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[0)@ 395
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2l 4) Moksl= LEA-128 7| 2AHIE XL 5|2

I
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2= e 7] 2AES WaAste A, g
el A VIS 7RI sdsit AT =
71l A 7] 2AFA Y] A gES FHoE 7
St dbd e, At 7ol A= shbe] 3274l wjdvhS
gdde H, g T3] s A9 ¥ wAs =
WA o 7] 2A=Y] A sAds Fdstd T et
A AQEsEE 7oAl FEle] AL A E gU]A S
2 ZAth At 71 7S 7IHe A i
29} 2l X Alo|E9] F7be} FHl HAho Efol=
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o3 BAA Hgo] APF X Aoj= ugo] ]
A3 we e AFE Q71w Aba 7]
Mol o HHs & FUvtn BT 5 vk
(E 2> LEA 2At8|2 F18 H|W
Qubit Toffoli CNOT X

LEA 128[11] 385 10,416 28,080 68
LEA 192[11] 513 15,624 39,816 100
LEA 256[11] 641 17,856 45,504 130

Proposed .

LEA 198 289 10,416 28,080 352

Proposed

LEA 192 353 15,624 39,816 398

Proposed =

LEA 256 417 17,856 45,504 465
5. 28
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