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Algorithm 1 : Quantum circuit implementation of State_Init
Input: carry, Klil, Sglil, N[il, S;[i+128] (0<i<127)
Output: S = S || Sg

1: for k = 0 to 127

CNOT (KI[k], Srlk])
CNOT (NI[kl, StlkD)

: SPARKLE256(S, carry, 10)
return S = S || Sy
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Algorithm 2 : Quantum circuit implementation of Processing AD

Input: carry, Sg, Silil, Sy[i+32], AD, const (160<i<191)
Output: S = S Il Sk

: X const[2]

tfor k =3t 0

CNOT (constlkl], Sg[24+k])
cfor k = 0 to 31

SWAP (S([kl, S«[k+64])
SWAP (Sy[k], Sy[k+64])
tfor k = 0 to 31

CNOT (Silk+64], Slk])
CNOT (S,[k+64], S,[Kk])

: for k = 0 to 31

CNOT (ADIk], Si[k+64])
CNOT (AD[k+32], Sy[k+64])
: SPARKLE256(S, carry, 10)
treturn S = Sy || Sy
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Algorithm 3 : Quantum circuit implementation of Encrypting
Input: Silil, M, C, const, Mlen=32 (224<i<255)
Output: C, Sy

1: for k = 0 to Mlen

2: CNOT (Mlk], CIk])

3: for k = 255 to 254-Mlen

4: CNOT (S.[k], CIkD)

5: X const[1]

6: for k = 3 to 0

7 CNOT (constlkl, Sg[24+k])
8 return C, Sgp
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Algorithm 4 : Quantum circuit implementation of Finalization
Input: carry, Klil, Si, Sg, M, C, Mlen=32 (0<i<127)
Output: result

10 p 1(S, M)

2: SPARKLE256(S, carry, 10)

3: fori=0 to 127

4 CNOT (KIil, Sglil)

5: CNOT (Sglil, resultlil)

6: for k = 0 to Mlen

7 CNOT (CIk], result[128+k])
10! return result
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<3 1> Quantum resources for SCHWAEMM-128/128

Qubits | X gates o Lotiol Depth
gates gates
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<3 2> Cost of Grover key search for SCHWAEMM-128/128
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