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ABSTRACT

With internet development, many peoples use their email to exchange documents, register for web services, and
much more. Some individuals/organizations (including educational institutions) use their own domain name for email
instead of a domain provided by commercial email services. However, suppose the domain used for custom email
expires. In that case, other individuals/organizations can reuse the domain, and the new domain owner can send and
receive all emails incoming to the domain. It makes us concerned about Privacy violations. Email that new domain
owners can look into also contains sensitive emails like password reset notifications, credit card statements, order
history, and more. In this research, we would like to describe the privacy violations caused by the expired domain
used for email that did not remove all dependencies of email users and propose a solution.
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