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ABSTRACT

With the spread of the Internet around the world, devices connected to the Internet are gradually increasing. In

addition,

the number of distributed reflection service attacks (DrDoS), an attack that maliciously requests large

responses by deceiving IPs as if the attacker was a victim, using vulnerabilities in application protocols such as DNS,
NTP, and CLDAP, is increasing rapidly. It is believed that the security threat of distributed reflection service attacks
will not disappear unless ISPs establish appropriate countermeasures to IP Spoofing. Therefore, this paper describes the
security threat and response status of distributed reflection service attacks based on IP Spoofing.
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