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<Table 3> Round 2 candidates of NIST lightweight
cryptography standardization competition.
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<Table 4> Finalist candidates of NIST lightweight
cryptography standardization competition.

Algorithm Base Hash Core function

Grain-12 Stream ]
) X Grain-128a
S8AEAD cipher
GIFT-C Block
] X GIFT-128
OFB cipher
Twekable SKINNY-128-256,
Romulus ]
block cipher SKINNY-128-384
ASCON | Permutation O ASCON-320
) Keccak-400,
ISAP Permutation
ASCON-320
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N-Beetle

S ent-160/176,
Elephant | Permutation X pore
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) Sparkle-256/384
SPARKLE | Permutation O
/512
TinyJambu | Permutation X JAMBU-128
Xoodyak | Permutation O Xoodoo-384
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