Aga, 459, $9
REEEEIEEEEEENCER)
1A=

gy fstnl ARt AT EY o] ()
20175161 @hallym.ac.kr!, klgh1256@s.hallym.ac.kr!, kwackal2@hallym.ac.kr’

®

A Study on Machine Learning model for
detection of DoS Attack

Woong-Kyo Jung!, Dong-Young Kim!, Byung II Kwak”
"Major of Big Dataept, Hallym University (Undergraduate Student)
“Division of Software, Hallym University (Assistant Professor)

8 of

ICT 719 w& 243 37 Internet of Things (IoT) 3+74 oA 2] Internet Protocol (IP) 7w 2k
o AbgEo| FUstHA, IP ZhHletel disk /AR o]fret AFe Bty AE - Au|zke] sl
AR % 87 F71etn dh B =RoAE, IP Fhuletel e 471 FF¢ Denial of Service
(DoS) A& &3 IP 7hele} o] whg& At w3 o] AAHoA 3 34 #HF volHE
7192 DoS A& ®A e s 1A AR wileld B2dS ATk HEAHSE, DoS
TAL T3 AA P FhAletel digk 784 HAES Fdsg o waled ¢aglE 47] Decision
Tree, Random Forest, Multilayer Perceptron, SVMo| A ¢] DoS &2 x| A%< v st

1. MB 2. &g =4

A T 7% 2ds g Bd gle) $7) % B ATE P sbeeE f4 B7elA Arske] 3
7bsAA CCTVE diAg 4 Qe IP svizkel Ak %9 Dos &4 28-S AT dF 2HAA
& %4 94 F/kstn Ak S AEY AR = P ZbvekBasyNARSl  ESI00A2),  #9-H,
F 124% 7} IP 7hvetE ol gata glom, A o Desktop PC, Kali Linux7} X% 71dujaoz 3
ok 69% FhSHATh o, IP shvizkel Abg Agom, 1¥ 18 ¥ 4F #7e FHEE e
2 =7t} s AAEI Ko HAEE S35 Wt Kali Linuxoll A #2427 DoS 348 +33)
gFob IP Zhellet o] &2} oF 174%7F AF9 4% = W UESYA Efgs EAT F JdeEs LE ¥
Ee JHJIAR olmE Hetar St (11 ddo] A= f7lE Ae&den, IP 7t

SOl UlHN T A(KISA) A wjxEs  “T/7bA EYHe Y UF UEAZ A2 Desktop PC
IoT Bet 7bol="el A mety stug 9@ chgg 1 THEUT E8 Desktop PCAN &8s
A geS Axska slgele B8k, ofds] P 7hdwalel= Kali LinuxE A 23ke] DoS &4 4
Fuels wet &) wEwlo] 9t} w3 IP Fhu| $lol F 23 Nmap? Hpingd =75 AH&3taitt

= AFe] B 4 ugd dEAD AdSs vE

ow, 53 A '

= 5

4
& ATsanh w9, olst @ -
A

7 Vi ,-:

. TS UM o) 2 = ] | —
”ﬂ S /] 0S & 9= = ] o]‘Oﬂ 1P 7]'”113}01] ]X] i
ol3kS 3slolslyl = 2A gFle] AL 7+A )
ce= 7 L] O]— ” q— T7]—i’ o JH e ./] = L]— o assign Network IP to use [bridged adapter] Desktop PC
QE__ /g ;(é —5—}_04 P _7],131] E}-Eﬂ DoS %Z_]_l oﬂ EH :l_ z,\__g_ ou] VirtuzlBox providing
Age A <ad 1> 48 83 PR

- 709 -



ACK 2022 st=dtEL3| =

TAze] QFelA P Adett EAsE dEd 9 ol oRE FAsAr) (3]
= “—]‘L/‘[)]E QOL]., 1P 7}"11]3]'/] IP Address 1;‘; X E g 1_8___ _gl__ 9/] 05:] Eﬂ &/\ﬂoﬂ [q—% /\31?}‘:4' 75
52 zZAls Al YES<L 2~ =
He 5 ZAEZ] g8 HEYa =AY =< Bz g 14& Aol IP FhHlEt= DoS FZ oA
o Q o = -
Nmap& Abgstaledd, IP 7hvete] IP Address®  prgrer 41(10,000 PPS)ETH flood &4 (29 A%
3lo) 3 & _ _ ST ) o }
golst & TCP (-sT), UDP (-sU) XE 27102 bss oo HR)os MAAHS A o B
IP 7hvlgte] dd XEE &<lstth Nmaps &3 A7F ote] AREEon FE WEo AL FE
o E E
s}lo] s} IdE TEE= - -
glsk TCP o ¥XE+ 21 (FTP), 23 (Telnet), WMew AuE A= Azte] Mz t=A ey
6789 (ibm-db2-admin)e]™, UDP ## X E&= A& t}. LAND 272 238 A IP 7}vlgh= faster 2
Sk oFro Ao 3}lo [e3] -
A B Alem fdE flood §4A o] AAFE R SozA T BT
ARYRA 2o FAsAT
3. Ay de o Hx
. o IP 7}l2ke] DoS &4l that 318 PPS 3 BPS
B 37 AgoME DoS FZo gt IP 7hwet 3 .
=2 goldry] Ys P f Death &ZA°|4 PPSE
o Qe o = o o = 2o o mg o eath &4 =
o 7He4de FAss) As 4744 F57) Dos T o e e s el
_ - ZAdste] AES ddystvh. =3 A B A
4,244 &4 §4, ¥4 U4 TE, 34 92 A
’ ’ ’ 5 x4d37] 938 Hping3e -interval 4S5 &
= 1AL ttEA AAste] AdLS xasant neee
& A= = =76 ° =B = LGOI T, Q=103 o - = b . -
re) 0]’)\}\3, E% _:‘il_'_Evé‘ ‘:H ogi Plng Of death >
I 2= =2 3959 e _ } _
DoS &7 & 18l Hping3 =73 2839 AL FASAT. ® 26 T T wH AAE
[e) A& ol A = 1
om A= Ping of Death, SYN Flooding, el Aolw, ZAo] wE P shuete] frg o
Teardrop, Local Area Network Denial (LAND) He 9F ole] Z7tEY)
Attacks A &3tk &4 diito]l == IP 7hH e 3 .
o = _ e A A P e 94 2EYRES 9% 2
o FEE- #E XE WIE AMEHE XE 21 Lo 16 wmo o
. - R E9 500 PPSH T} B2 HFAS we A 94
3 IP Ftulete] GAS ALstE xER AATY
6= Al orw = =75 OF A% m o1 5E.O . 3o .
- B - o . ~EZY AAd G3FS e ez glHQlt
th. DoS &4 A, #HH HF AL Hping3< ey o ol o =
N A #Fe F7F 2,000 PPS oY A5, st¥ A
faster (10,000 Packet Per Second (PPS)), flood (& ) " . _
I A %P A Aoz FPA se] B}
e RE H7 d%) Ao Hgste P shdet . o 24 3
sdon, T4 Al A 7 F=7F 500 PPS ©]
<3} 1> DoS +74 A7 A4y Ad A, P e AR =HA FRAR P
3L -
£a d <HE 2> DoS &4 ##A IP 7hdlet &8 A2 H
3 5 faster flood -
Ping of Death &34 PPS ¥ 9 4 A3
211 X E 9449 X E 211 ¥ E 449 X E 2,000 <23 PPS )
Ping of death 73% (0) 7.4% (0) 6.7% (0) 6.9% (O) 1000 = =2 PPS =< 2,000 39 44 (X)
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I%t;%%k ’I;)::;%gt 13;%?&1: Decision Tree Random Forest Multilayer Perceptron SVM
\Accuracy|Fl-score| Recall |Precision|Accuracy|Fl-score| Recall [Precision|Accuracy|Fl-score| Recall |Precision|Accuracy|Fl-score| Recall |Precision
port | faster | 09861 | 0987 | 098 | 0987 | 09854 | 0987 | 0985 | 0957 | 09819 | 09819 | 09819 | 09819 | 0.9854 | 0987 | 0986 | 0987
Pix}g 2 flood | 09745 | 09745 | 09745 | 09745 | 09809 | 0.9809 | 09809 | 0.9809 | 09809 | 0.9809 | 0.9809 | 09809 | 0.9809 | 0.9809 | 0.9809 | 0.9809
Death open | faster | 0985 | 0985 | 098 | 0987 | 0986 | 098 | 0985 | 098 | 0985 | 0986 | 098 | 0985 | 0986 | 098 | 0985 | 098
ROrt | flood | 0972 | 0972 | 0972 | 0972 | 098 | 098 | 0986 | 098 | 0972 | 0972 | 0972 | 0972 | 098 | 098 | 0986 | 0.986
port | faster | 10 10 10 10 | 09942 | 09942 | 09942 | 09942 | 09942 | 09942 | 09942 | 09942 | 09942 | 09942 | 09942 | 0.9942
S 2 flood | 09864 | 0987 | 0986 | 0988 | 09864 | 0986 | 098 | 098 | 09796 | 098 | 098 | 098 | 09864 | 09864 | 09864 | 0.9864
Flooding open | faster | 09574 | 0.9 0957 | 0965 | 09716 | 0972 | 0972 | 0974 | 09645 | 0965 | 0965 | 0966 | 09787 | 0979 | 0979 0.98
BOTt | flood | 09801 | 098 | 098 | 098 | 09868 | 0987 | 0987 | 0987 | 09801 | 098 | 098 | 098 | 09868 | 0987 | 0987 | 0.987
port | faster | 10 10 10 10 | 09945 | 09945 | 09945 | 09945 | 0.9836 | 0.9836 | 09836 | 09836 | 09945 | 0.9945 | 09945 | 0.9945
TR 2 flood | 09866 | 0.9866 | 09866 | 0.9866 | 0.9866 | 0.9866 | 09866 | 0.9866 | 09866 | 0.9866 | 0.9866 | 09866 | 0.9866 | 0.9866 | 0.9866 | 0.9866
drop open | faster | 10 10 10 10 | 0994 | 0994 | 0994 | 0994 10 10 10 1.0 10 10 10 1.0
ROrt | flood | 0972 | 0972 | 0972 | 0972 | 098 | 098 | 0986 | 098 | 0993 | 0993 | 0993 | 0993 | 098 | 098 | 0986 | 0.986
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i Detection Performance =
Accuracy Fl-score Recall Precision
DT 0.9835 0.9838 0.9833 0.9843
RF 0.9866 0.9867 0.9866 0.9869
MLP 0.9835 0.9836 0.9836 0.9837
SVM 0.9877 0.9878 0.9877 0.9879
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