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Policy Validation JApplying Policy
o 9 12. Appl, li
:c . .1- . Apply new policy o _:§
§ Repoaie s Owper FIWARE's CCTV Policy = {S = “Job’ : “Policeman’ OR ‘Police’, *** }
a T 11. Request validation of new policy 4 ccess Control Policy
Module
New Policy for FIWARE' CCTV.
esc FIWARE's CCTV Policy = {S = “Job’ : “Policeman’ OR Police’, K
s
§ n
X T 10. Generate new policy for FIWARE’s CCTV
Policy G 9. Store that "Police and Policeman are equal attributes" o
Module w
8. Send analyzed data for generate policy 1
; 5. Refer to understand problem ! e
Problem Representation Similarity Resource Usage Pattern d
& Smith = {Job’: ‘Police’} 7. Analyze users’ resource usage patterns
3 6. Analyze attributes’ similarity on each platform g
:% CCTV's Policy = {S = “Job’ : “Policeman’} » e Polima o s [§
T 4. Analyze failure reason —
T 3. Send failed cases
e 2. Store access control-related data
§° f 1. Collect access control-related data among IoT platforms I
3 Case #1 Case #2 Case #in
E Requests o se CCTV & Respomse resurce . Request 0 use done & Resporve esouree - Requests (o use FIWARE's CCTV & Fail to access
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Smith = {*Job’ : ‘Police’, - }  CCTV’s Policy = {S = “Job’ : *Police’, Alice = {*Role’: *Owner’, .. } Drone’s Policy = {S = ‘Role’ : ‘Owner’, Smith = {*Job’ : *Police’, --- |} CCTV’s Policy = {S = *Job’ : *Policeman’, --- }
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