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Environment Attack Surface
AMI(Advanced Metering Infrastructure),
) ESS(Energy Storage System),
Smart Grid . . .
EV(Electric Vehicle) charging system,
EMS(Energy Management System), etc.
CCTV system, Access control system,
Smart HVAC(Heating, Ventilating and Air
Building Conditioning), Fre alarm  systems,
IBMS(i-Building Management System) etc.
C-ITS
(Cooperative- | Physical — access,  Supply  chain,
Intelligent Traffic control system, V2X(Vehicle
Transport to Everything) communication, etc.
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. Attack
Environment Countermeasure
Surface
) Physical AC(Access
Physical .
Control)/Separation,
access
etc.
Industrial
control Encryption, 1IDS, etc.
system
Factory DLP(Data Loss
control Prevention),
Smart network | Firewall, etc.
Factor
Factory v Network Separation,
work .
) Encryption, etc.
domain
Status  Monitoring,
Supply .
. Network Separation,
chain
etc.
Personnel
and aging DLP, IDS, etc.
equipment
Medical Physical AC, Secure
devices coding, etc.
Medical
.. . DLP, AC, etc.
Digital info system
Digital
Healthcare s Firewall, Encryption,
healthcare
etc.
network
AMI Encryption, IDS, etc.
ESS Encryption, Firewall, etc.
EV
Smart Grid . Encryption, Integrity
charging . .
Verification, etc.
system
EMS DLP, IDS, etc.
CCTV )
Physical AC, IDS, etc.
system
Access Status Monitoring,
control RFID Security
Smart system Technology, etc.
L Integrity  Verification,
Building HVAC ;
Encryption, etc.
Fire alarm | Physical AC, Status
system Monitoring, etc.
IDS, Integri
IBMS . ,g v
Verification, etc.
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