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Abstract

The mobile crowdsensing platform obtains sensing data from mobile users, and the involvement of the public
increases the untrustworthy of collected data. In order to distinguish factual data from inaccurate data provided by

untrustworthy users, the truth discovery method has been introduced for accurate data aggregation in mobile

crowdsensing (MCS). To explore the application of truth discovery in mobile crowdsensing, we overview the general

concepts of truth discovery algorithms. Finally, we summarize the main existing application prospects of truth

discovery in mobile crowdsensing.

1. Introduction

In mobile crowdsensing networks, mobile users use mobile
smart devices instead of sensors to collect a large amount of

sensing data, which can meet more complex task requirements.

Crowdsensing is a technology that uses mobile devices to
collect data on people and their environment, analyzing their
service and activity patterns. By mining this data, hidden
information about user behavior, community structure, and
service-related attributes can be revealed. This ultimately
provides useful information and services to end users and is a
significant departure from traditional fixed sensor networks.
However, the quality and confidence of the sensing data
cannot be guaranteed due to the user's subjective will, the
mobility of the device, the instability of the communication
environment, and the diversity of sensing tasks [1]. At present,
more researchers have paid attention to the problem of
anomaly detection and information extraction for a large
number of multi-source sensing data in mobile crowdsensing.
In [2], temporal stability and spatial correlation of data are
used for outlier data detection. In addition, truth discovery
methods and machine learning methods such as clustering are

also often used in data aggregation and outlier detection [3].
Among them, truth discovery algorithms are potential data
integration solutions that can more accurately identify real
information from noisy data. In this paper, to effectively apply
truth discovery algorithms to extract the truth of data, we
summarize the application prospects of truth discovery
algorithms in mobile crowdsensing in recent years.

2. Truth Discovery

In traditional crowdsensing, workers complete sensing
tasks and upload data and are then rewarded by the task
publisher. However, the publisher cannot always guarantee
that the received data meets their requirements. In order to
tackle the data quality problem, Yin. et al. [4] introduced the
concept of truth discovery. The general principle of truth
discovery is to judge the reliability of data by evaluating the
credibility of users who provide data. If the user has higher
credibility, the data collected by them could be regarded as
reliable. By reasonably evaluating the
trustworthiness of wusers utilizing the truth discovery
the mobile crowdsensing platform could

relatively

mechanism,
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efficiently analyze sensing data collected by the untrustful
public. Thus the platform could detect outlier data, manage
users’ reputations, and evaluate the data quality. Here we
introduce the overall flowchart of the truth discovery
algorithm in mobile crowdsensing scenarios. And Table 1
gives the symbolic explanation of the truth discovery
algorithm.

Table 1 Symbolic explanation in truth discovery algorithm.

Symbol
U={12,..,n}
U; = {i|ieU, T;€T3}
T = (T Ty s T}
D; = {(d;}, t})|7;€T;}

Explanation

The set of mobile users

The set of users sensing data for ;
Task set

Dataset accomplished by user i

TeT; Task done by user i
dj@ Data collected by user i for task ;
d: The estimated truth for task 7;
i . .
w; The weight of user i

Let us consider an MCS model consisting of a centralized
platform and a group of mobile users U = {1,2, ..., n}. Firstly,
a set of sensing tasks T = {7;,75,...,7,} is published in
platform, each sensing task can be a task in the specific
sensing region, such as monitoring temperature, humidity, and
PM2.5 in different areas. Once user i accomplished several
tasks, the sensing data will be packed as a set D; =
{(d},t)|7;eT;} and submit to the platform, where d is the
sensing data for task ;, and t]-" is the corresponding
timestamp. When all the sensing data from all users have been
collected, for each task t;e7;, the platform could get an
aggregated result d;, which is the estimated truth for this task,
and the user’s weight will be evaluated based on it.

A general truth discovery algorithm is an iterative
estimation process of user weight and truth, which consists of
two phases: weight evaluation and truth estimation. Algorithm
1 gives an overview of this iterative estimation process.

Algorithm 1 Truth discovery algorithm
Input: Uploaded data D = {D;|i € U};
Output: Estimated truth {d;|t; € T};
1. Randomly initialize the ground truth of each task;

2. repeat
/I User weight evaluation
3. foreach i € U; do
4. Use equation (1) to update the user's weight;
5. end
/I Truth evaluation
6. foreach 7; € T do
7. Use the equation (2) to update the truth of the
collected data;
8. end

9. until the estimated truth of collected data converges;
10. return estimated truth {d;|t; € T}

In the beginning, for each task, a random truth for this task
is guessed by the algorithm, and then the algorithm iteratively

updates each user’s weights and the estimated fact until it is
convergence.

Let U; = {i|lieU,7;€T;} be the set of users who
participated in the task T;€7;. For each user i, given the data
collected by him and the estimated truth of the task, the weight
w; ofuser i is calculated as follows:

Wi =W (me p(di, dj)> )

where W(-) is a monotonically decreasing function, and
D(-)is a function evaluating the difference between the
estimated truth d; and user’s data d]’

Afterward, the estimated truth d; fortask t; isupdated as
follows:

Sieu:Wi dt

dj—’—

j
Zieu Wi 2)

where w; is the weight of user i, and d} is the data

collected by user i for task ;.

3. Application

Truth discovery is generally applied to information
extraction, outlier data detection, data quality assessment, and
user reliability assessment in mobile crowdsensing scenarios.
This section analyzes the application of truth discovery in
mobile crowdsensing from two aspects of security aggregation
and privacy-aware truth discovery.

Security aggregation: There are various attacks in the
application scenarios of mobile crowdsensing to affect the
accuracy of data truth discovery. The most common one is a
data poisoning attack, where attackers upload a large amount
of malicious data to affect the accuracy of the final truth
discovery. In order to solve the impact of such attacks on truth
discovery, some algorithms can be introduced to combine with
the truth discovery algorithm. In [5], the combination of a
similar account grouping algorithm and truth discovery
algorithm reduces the impact of malicious data on the
accuracy of truth discovery in the presence of Sybil attacks.
However, when the malicious data is too large or too much, it
still has a significant impact on the accuracy of the truth
discovery algorithm. Furthermore, [6] proposed a robust truth
discovery algorithm to resist data poisoning attacks by
additional source evaluation and source filtering before data
aggregation. Therefore, combining truth discovery algorithms
with other outlier data detection algorithms is beneficial for
more accurate data aggregation in the presence of attackers.

Privacy-aware truth discovery: In addition to ensuring the
accuracy of the truth discovery algorithm. In mobile
crowdsensing scenarios, the privacy protection of data and
ground truth is also crucial. In [7] and [8], the combination of
truth discovery and encryption algorithm prevents the privacy
leakage of data and ground truth. It should be noted that
combining encryption algorithms and aggregating large
amounts of data will affect the performance of truth discovery.
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4, Conclusion

In this paper, we introduce general truth discovery
algorithms and summarize recent applications of truth
discovery in mobile crowdsensing in terms of security
aggregation and privacy-aware truth discovery. Inspired by the
summarization of our work, how to keep the accuracy and
efficiency of truth discovery schemes under different threats
is a challenging topic, which requires us to put more interest.
In the future, we will study more concrete truth discovery
approaches for energy-limited devices and complex network
security environments.
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