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<Table 1> Parameters of SMAUG.

Scheme n k a p t hs h, ) sk(byte) | pk(byte) | ct(byte)
SMAUG-128 256 2 1,024 | 256 2 140 132 | 1.0625 174 672 768
SMAUG-192 256 3 1,024 | 256 2 150 147 | 1.0625 185 992 1,024
SMAUG-256 256 5 1,024 | 256 2 145 140 | 1.0625 182 1632 1,536
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<Table 2> List of instructions used in
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implementation.
Instruction Description
LSL Logical shift left.
ADD Addition.
Load multiple single-element
LD1
structures.
Store  multiple  single-element
ST1
structures.
SUB Subtraction.
RET Return from subroutine.

SMAUG®| w4l <14t
Az T4 5o

& Add, Sub, Reduce Al &
o, 747 5 Al gk siAl

Hy
W4 cEla Aeas Adad A Ee e
Qe WAsse WA AN ¢ AR 9

t}. SMAUG®S #A42 16-bit @92 dxtksiH
ARMv82] Vector register+= 128-bit7}x] ##&
ATh whEbA FHol 871e] A4t AR #es AT

2lt}h. o]= LWE, LWR dimension dAAS <3

g UxRE RkEsFAE Agte] T
SMAUG?] E+£ dimension N2 25602 Fd3}7]
o RE FAlVIe Aee wdeA =EdHu

T3 Addet Subte kAT 23 FEUE Fds)
7 el qlabe] xa®E A7kl
Reduce?] A$-ol= A 7 &S FHAIE T
kol EAEH7] wiEel tha o R
o 3 32 Fdo AFES AxFTEL] dFor

<Table 3> Source code used for implementation.

Add(Sub) Reduce

LD1.8h {v0, v1, v2, v3}, [x0]
LD1.8h {v4, v5, v6, v7}, [x1]
ADD x1, x1, #512

LD1.8h {v0, v1, v2, v3}, [x0] LD1.8h {v8, v9, v10, v11}, [x1]
LD1.8h {v4, v5, v6, v7}, [x1], | SUB x1, x1, #448

#64 SUB.8h v4, v4, v8

ADD.8h v0, v0, v4 SUB.8h v5, v5, v9

ADD.8h v1, v1, v5 SUB.8h v6, v6, v10

ADD.8h v2, v2, v6 SUB.8h v7, v7, vl

ADD.8h v3, v3, v7 ADD.8h v0, v0, v4

ST1.8h {v0, v1, v2, v3}, [x0], | ADD.8h vl, vl, v5

#64 ADD.8h v2, v2, v6

ADD.8h v3, v3, v7

ST1.8h {v0, v1, v2, v3}, [x0],
#64
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<Table 4> Performance evaluation result of

multiplier.
Reference This work Diff.

Algorit

hm s clock ms clock <

count count

Add 0.089 284.8 0.01 32 8.9

Sub 0.089 284.8 0.01 32 89
Reduce | 0.32 1,024 0.013 41.6 24.62
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<Table 5> Performance evaluation result of
SMAUG algorithm. (K: Keygen, E: Encapsulation,

D: Decapsulation.)

Reference This work Diff.
Sche
lock lock
me s cloc s cloc <
count count

K 4730 | 151,360 24.39 | 178,048 | 1.93
2 | E 5372 | 171,904 21.28 | 68,096 | 2.52

D 61.52 | 196,864 1755 | 56,160 | 3.51

K 68.38 | 218816 32.04 | 102,528 | 2.13
1
g |E 7771 | 248672 2941 | 94,112 | 2.64
2

D 86.80 | 277,760 35.53 | 113,696 | 2.44

K 111.33 | 356,256 51.72 | 165,504 | 2.15
2
5| E 119.75 | 383,200 47.86 | 153,152 | 2.50
6

D 129.20 | 413,440 44.44 | 142,208 | 2.90
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