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Area | Layer | Layer Name Component
Sensor, Actuator,
0 Field Device Robot, Production
equipment, etc.
Basic PLC, DCS, RTU,
1
oT Control IED, etc.
9 Supervisory SCADA, HMI,
Control OWS, Mobile, etc.
3 Operations MES, PLM, WMS,
Management | POP, Historian, etc.
Enterprise ERP, CRM, SCM,
IT 4~5 .
Biz System Groupware, etc.
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Control System

Security .
Area | Layer Security Threat
Threat Vector
Physical device
. damage, process
oT 0~3 | Physical Access . .
data manipulation
and leakage, etc.
. malfunction and
Industrial L .
oT 0~3 service interruption,

etc.

Security .
Area | Layer Security Threat
Threat Vector
Seizing software
Factory permissions,
oT 0~3 Control malfunctioning and
Network disrupting services,
etc.
Ransomware
OT, 2, Factory Work ) )
. infection, network
IT 4~5 Domain ]
failure, etc.
Ransomware
. infection, tampering
oT 0~3 Supply Chain ] ]
with production
information, etc.
Malfunction and
interruption,
OT, 0, Personnel and ) ]
. . manipulation and
IT 2~5 | Aging Facilities
leakage of process
data, etc.
Business network
failure, service
OT, External . )
0~5 interruption,
1T Internet . .
information
leakage, etc.
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