dlatpwls834@gmail.com, starjl1023@gmail.com, yujin.yang34@gmail.com,
0yj0922@gmail.com, hwajeong84@gmail.com

Research Trend about Quantum Circuit
Implementation for SHA?Z

Se-Jin Lim!, Kyung-Bae Jang? Yu-Jin Yang!, Yu-Jin Oh?, Hwa-Jeong Seo’
"Dept. of IT Convergence Engineering, Han-Sung University
’Dept. of Information and Computer Engineering, Han-Sung University
*Dept. of Convergence Security, Han-Sung University
“Dept. of Convergence Security, Han-Sung University
8 Oﬁk
FA A FE = TR E(qubit)e] ¢ 8 (entanglement) ¥ 5 F (superposition) A2 S E3] Ao A
T3S o] BHHFEA v it SE7F U)H o2 wETE WA AARS vl w2 A 73
g = YA &g Ed Grover €aEEFS AESHH, n-bit HAAEE JFHA = SHA29 2
WA ETE n/2-bit BAFER UEFA Hol A7 A8 5= ok HekE YA dnh &

o=

rlo

ARFAR S0 ARl we G Aol a8, SR T A AH Ak 1 ol ol
QAs/] A oA 4EE Aol 499 Aow nelt oo APAEE Bad B4 4

dg Axrsehs wgAd IR %a H2E ANSY A7E Fdsn Ak B =dAaE o
SHA2 slAgol i g 812 7@ Badel el Ao,

OEZV“‘H—E 2 sty 54S &48% 7AFH ot AETh Aybe] s|dets 64-bitR EolEA €Tt
&, F8] E(qubit) |2 Aqk @92 Abeth oy [2]. Grover &ile]F2 FAHFE AolA 54317
g FHIEE A @4 ¢ ¥ (entanglement) # & ol TAs T A T4 ddew 4
H (superposition) &S Sl Al AAES 3 A FFE A FEE FAerdtt. AR H

ol AT Hla) Aqk £x7F fr)H o & ¢ Ao B A o] aH a1, kA
= ““}E‘jr AgzAL Aabs vl w24 38 5 Al 5 g o] zZEH A oF str] uiol "é"?ﬂﬂﬂ
A= FA daglEl Grover g F[1]1S AFES) Aef A= o} A 7HA] Fdeh Algte] A~gd Fo=w B

bit MG =E 7HA = AT E n/2-bit B At ol AFAES sk A AdESE HAag

2 GUF:A Ho iAot A8He Eoke 3t &4 A ¥4 IJERE AANSH dTE

AFeA Aot A AAAT, HAIA Tt k. & =AM e AT T SHA20!

e, v A4, 7 F = g T €84 gk &2k 32 Fd Tl ois Ay E
), SHA29| 7% A &st=e] = SSLY
A4 Tl AL&Eo AEEI Ut 2. SHA2 &l Al &H([2,3]
daelFe ATl o A T4 SHA2(Secure Hash Algorithm 2)i= 2002l
(preimage attack)oﬂ AlgE = gt 94 T4 NIST (National Institute of Standards and
Ao EEglo]l sYsA Yo dYis & Technology)el Al EF3kgk A g [Jgo=, s
Al FE 54 WA otk SHA-2562 11749l Al kel Aolo wet 67l A" SHA-224,

- 227 -



SHA-256, SHA-384,

SHA-512/256°] & 3% ™,
;q]g,]o}v]‘ zx%oi%
A ARE At MAIA A7) =

o] dolg &

SHA-51

&4

ASK 2023 st=dtECi3|

==2% (303 13)

2, SHA-512/224,

ol B A}g=o) gl =

= F vk & 100

O] X p| A] %]

e, 2URE A dNA8 del)

o ougtr}. SHA-256% 3

':M% Adrd SHA2E 3A A

gHD] =i

[e] =

ﬁ]i ;/H

CENEEE

Bde st g

]

o7} 512-bite] w57}
7hekeh, diA] ghol AAE = dA] A4t dAl=
Foll el QA dag s

e v

rom

z o W0

to r

<E 1> SHA2 A Ax

=

A

Jzooll v 2

Hash
Function

Message
Size (bits)

(bits)

Block Size

(bits)

Message
Digest Size

SHA-224

< 264

512

224

SHA-256

< 2(‘)’1

512

256

SHA-384

< 2128

1024

384

SHA-512

2
218

1024

512

SHA-512/224

1024

224

SHA-512/256

<
< 2128
< 2128

1024

256

3. Grover 2 12|&[1]

Grover &g &L

w2l dolE %

e AR@e
2t
4. UX 32

=
2o wesord et

ol aE g

2= A FE AR &

3|3

oMo SHA2 78 S &

A5

e

3} width, Toffoli-gate <=, Toffoli-depth,
ohq, SHAZOHH-‘: wo glA qj)l\‘}o]
] S 20l g Tty FEE

32 depth7}
T 53 =] 7] ”41

nFOR, VA
gaAss oy
3Ee Rohps 2

gl ]

Aastatel P4t S 7
S o)

A

4.1 Kim et al.8] SHA2 X}t 5|2 F3§[4]
[sha2]> AES &3, SHA2¢9 SHA3 A%
el &4 A 25 FAslY] TAS Y5
Fom, SHA3E Ak Hl-& F4o] Jri9sto
b SHA2el dlslAw met ZEg %4t
SHA2 siAI g 3|2 Sl Abggk &x slAl7]
t}g zlo] 2 7}A]E= Cuccarol5] Bl A7) ¢ s 2
£ 7}A = Draperl6] QA7] S ALg3sto] v w sttt
ta  Zol(poly-depth) S 7HA= ©lAl71e] A%
SHA-256 %At &% F&o|A 1719 FHES) 619
Toffoli-depthE 7FA1™, t5 Zo](log-depth)2] Hl

A7l 53 FHIES 22 Toffoli-depthEs 7S
gk 2z B F7F Aok wx Ag Al7F wgEo

4 ]
CNOT-gateE A}-&3t A A

x}x%o] 9},11:} _,E?_

qbo]l &% ow HYHER gt HA3} TS
8 37HAE g e, AR 2ASH Y s
ghrol WEs oy bl WA, C¥ONOT T3
AHEE FHIE 71 olo] sttt 37FA] 849
Frirel wel 87FA Y] I EVF FEE & AR N
ARE 7HA= 6709 s 3 29 #Zo] SHA-C1H

Bl SHA-C67}# WHale] A7 89

<¥ 2> SHA29] 6714 3|2 A =2

Hash Schedule
, Adder o»SNoT

Function round

SHA-C1 serial poly-depth less—qubit
SHA-C2 serial log—depth less—qubit
SHA-C3 serial log—depth lower—-depth
SHA-C4 parallel poly—depth less—qubit
SHA-C5 parallel log—depth less—qubit
SHA-C6 parallel log—depth lower—depth

o] F+&o th3 Grover ¥y EF 54 HES &
37 .
<3E 3> 67FA F+&ol 3 Grover did]lE ¥4 v &
Hash i )
A Toffoli-depth Qubits
Function
SHA-C1 1.568 x 2143 802
SHA-C2 1.227 x 2142 854
SHA-C3 1.163 x 2142 1023
SHA-C4 1.216 X 2143 835
SHA-C5 1.919 x o4 939
SHA-C6 1.792 x 2141 1023

4.2 Lee et al.2] SHA2 2& 32 F8[7]

- 228 -



ASK 2023 &t&=

D

A3 =F o

o

M2 @ [WE A 0%, SHA2 8413
£ 67HAE A, T AL fASE] gl
SHA*256°1] st I=ZE AASHATE. SHA2E
Gl Al olalo] =g AR 7] wFo] 82l oz} ul
715 Abgskel HAstetdv =3 T-gatest T
*gate‘:‘ ookx]_;g_}zr%] 7;”/\} EZ]—C m /H‘—oﬂ =2 Oﬂtﬂ:
7] W&ol T-depth®} T-widths Aislste
F2b Blm HAstel A Fagh FEoln. u
T =2 HAAFE Y T-gatest ##HH
TFAE #HAATIE HHES ASketh ripple
%z wlAlz]el TK (Takahashi) ©4l17][8]¢]
Toffoli-gate T3¢ E54& o]&3le] dF T-gate
Z Aojg AN AolER st T-depths
Az, iAdE TK SAA7IE AREstdth A4 o
ol Bl 7)ol B3] T-depth7} 33%
Th B9 SHA-256 A 3zl AL8¥ =
712 Mz Eem, 7 el
T-depth #4& 7|HE 716

R L]

o
=
7]

=

T
T
N

O

=y

-

A8l
7HA]
&

=
a%i

},

ol

Bopot o 3@

ol i
A wAl
AL&

&5

514171

SHA-2562]

o

o

T

-

OO]:X
Aol

sk

foid

ol
:l:s

mlo

B
s Grover
SHA-256 4A#} §]
HEUT FAHE
depth 5 #Z& +d4
thgstm oW 8 A
7HA T Bl el
SHAZ2 sjA|§re v
zﬂ—/\oﬂ Eo}
grjopd Ao AlRH

o oo e >

6. Acknowledgements

This work was partly supported by Institute for
& Technology
Planning & Evaluation (IITP) grant funded by the
government(MSIT) (<QI|Crypton>,
No0.2019-0-00033, Study on Quantum Security
of based
Quantum Complexity, 75%)
this work was partly supported by Institute of
&

Information communications

Korea

Evaluation Cryptography on

Computational and

Information communications Technology

Planning & Evaluation (IITP) grant funded by the
government(MSIT) (No0.2022-0-00627,
Development of Lightweight BloT technology for
Highly Constrained Devices, 25%).

Korea

!

il
ok

Ao

Il
[1] LK. Grover

algorithm for database search” Proceedings of

“A fast quantum mechanical

the twenty-eighth annual ACM symposium on
Theory of computing, pp. 212 - 219, 1996.

[2] N. I. of Standards and Technology: Fips Pu
b 180 4: Secure Hash Standard (Shs) (2012)

[3] Penard, Wouter, and Tim van Werkhoven
“On  the hash
Cryptography in context, pp. 1-18, 2008.

secure algorithm  family”

[4] Kim, Panjin, Daewan Han, and Kyung Chul

Jeong. "Time - space complexity of quantum
search algorithms in symmetric cryptanalysis:
applying to AES and SHA-2.” Quantum
Information Processing 17 (2018): 1-39.

[5] Cuccaro, S.A., et al: A New Quantum
Ripple Carry Addition Circuit (2004). arXiv

preprint quant ph/0410184

[6] Draper, T.G., et al. A Logarithmic Depth
Quantum Carry Lookahead Adder (2004).
preprint quant ph/0406142

arXiv

[71 Lee, Jongheon, et al. "T depth reduction
method for efficient SHA 256 quantum circuit
construction.” IET Information Security 17.1

(2023): 46-65.
[8] Takahashi,
quantum circuit for addition with no ancillary
qubits. Quant. Inf. Comput. 5(6), 440 - 448
(2005). https://doi.org/10.26421/qic5.6-2

Y., Kunihiro, N.: A linear size

- 229 -





