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I, Preliminaries

1. Related works
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Fig. 1. Network Overview for Autonomous Vehicles
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Table 1. Vulnerabilities by Category

Category Vulnerability

® ECU Software fault, ECU Reverse engineering

@ ECU Firmware hacking and Forger
Vehicle length 5 g

® Mounting a Camouflage ECU
Platform

@ Infotainment system hacking. Malware infection
@ Sensor physical attack(Blinding, Spoofing, Jamming)

@ Injecting malicious control messages into Internal network
@ Disrupting normal internal networks

Internal Network (Packet Insertion, Deletion, Tampering, Delay), Sniffing
® DoS. Replay. Spoofing, Discarding packets

@ Hacking using Bluetooth network

@ Wireless network hacking. DoS Attack
@ Camouflage OBU(Onboard Unit), RSU(Road Side Unit)
@ Misbehavior Vehicle

@ Injecting Fake messages

External Network

@ Hacking into Vehicle access devices

@ Invasion of privacy
Management
. b @ Remote update and Diagnostic protocol
Diagnosis ) R
@ Deletion of Incident cause data by hacking
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Table 2. Solutions by Category

Category Solution

@ Secure Boot, Secure Flashing, Access Control
® Application Sandbox. Platform Virtualization
@ HSM(Hardware Security Module)

@ Prevention Dechanneling

Vehicle length
Platform

@ Autosar CSM(Cryptographic Security Manager)

® SecOC(Secure Onboard Communication)

® F/W. IDS, IPS
Internal Network ® ECU Authentication, Key Management, Encryption

@ Threat Detection(Rule-Based, Machine Learning-Based)

® VX Message Authentication, Encryption

® High-speed Validation of Vehicle PKI, V2X Message signing
@ Security for WAVE Communication with Cars and Base
Stations(IEEE 1609.2)

External Network

@ Security Monitoring, Vulnerability Analysis

@® Analyze anomalies and anomalous behavior

@ Remote SW/FW Security Updates

@ Forensics and Incident cause analysis techniques

Management

Diagnosis

lIl. Conclusions
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