=87 [EollA AZsk= AlZek 718t OTP A|AH 7R

B, ol
SRRk el S 8ak,

g AT NekaL Hens e T

*

e-mail: hansh0903@hknu.ac.kr,

clairech1119@naver.com®

Development of Fingerprint Recognition-Based OTP

System for Financial Institutions
Sang-Hoon Han®, Chea-Young Lee®
"School of Computer Engineering & Applied Mathmetics, Hankyong National University,
“Dept. of Computer Engineering, Hankyung National University Pyeongtack Campus

2

o}
o}

£ =52 7]E9] OTP(One-Time Password) Al=%le] gHAle} oS s ds)lr] flsto] AEelals &8
gt OTP Al2Elo] tfsto] S XIsstgict. OTP AlE] AP} 2 BMIS 7HAAL JAE, 280k
sk OTPE A WERE F2d vdisyt AAAED] wfiZoel, w4 2 = A3l 23} 15l tigh
Heto] 33l A 4= Hhof| girk 2 Aol AER1A] W OTP Alzsle] 7l vhHS: nledsio] Als]3]
o2 metel tigh e Eolar, FAlel ARl HeE Eol7] 9%t S AlAetaAt gt

F|19E: AA| 214 (biometric), A-(fingerprint), X9 (security), ¥ ¥]-8H]HdH 5 (One—Time password)

[, Introduction

43} 214AIeel| Sohdell wet Al Asleld R Heke: 3
t 93 offr2 FEAL Qlrk. H Hol ald) 2w Fe
B8 AP sEA S7 Rt OTP 71= AR 315k
ZAllold, 71Ee] OTP7I=x 3k A AAdshe 5T Hio)
Fgde] ke Pdithe WS 2L AR e Aol 7hsst
of Hebgo] efsfrh=s AHE sidaty] ffal] Ahest 22 YA 12
71es B83le] BARdS shdstaral 2kekA 7ikke] OTP 71=2
Efakolck AR 7Nke] OTPE B3l Alej2o 2 Hetel tigh
QP2 AstA I ALgAte] WS FAlol s astarat gieil].

OTP A5 sl nidss Adele] £91 ks ek
Heb Azl o 2 g whaY7IeL EA] ARES of83te] HEsE
AYdeict. olefet OTP Al2Rle: Aol E7Fsai, 3t Fgeir
o] dlee] & $Ife] ek a2t 7189 OTP Al=gle 7t
ol 7FssiEa Hebdo] ol Ze] it o] | 2AlE Hgkel]
sl 2RI 7Kg 283 OTP A8l shgic). AR
ZHempet et siElo g Hdule] glom, AR ofF Ak
02 gjo] AR tlofelE nlaste] £21 15l ARESh= 7zolct.
wEpr] ARERIAE B9 OTP ARl 7iR1e) 1Al 5738 283

o] B} ebdaal Zet HMdES AFE 5 Utk

T

2golfi= 71 el tigk AviE 3kt 3ol Akt Alslle]
thgh et s aolelan gl des Ptk

I, Preliminaries
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Fig. 1. XIE¢l4] USB
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Yol Be Yolirh PAFRADE B3 22l 2152 ]
Tl i Solh A oIf vlsiE ARAow A
sl [6,8,9,10].
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lll, The Proposed Scheme
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OTP A|E

TOTP Process
CiA~E2 0|

Fig. 4. Alag) 325

a9 5% offol=E FEd ARE FEIE Fgolth
finger.getlmage() 5 &&3}o] AP Aol FE8 A-g 7[cke]a
getlmage()o] 23} pZ Felsle] Azlgit). FINGERPRINT OKe
785 olulA] A AF WARE ik oA} AAE F
finger.image2Tz(1)5 &E3}] o|AIEARE F1ZSlo 2 Wekslal
image2Tz()2] A3} p= 2lello] xJefaic). FINGERPRINT OK]
785 oA vigk AF WIS EEeic) 1§ A AR wEsis
finger.storeModel(id)E  &&3l] AHE Do A3t
storeModel()2] 3} pE 2}¢15}0] FINGERPRINT OK2] 70|

B AR el A A viarE Stk

uint8_t getFingerprintEnrol [{uintB_t id) {
uintB_t p = -1;
AOI0IR] Y E Floh AIE Ao FES AIEE JICHECH
while (p !'= FINGERFRINT_OK) {
p = finger get magel);
switch (p) {
case FINGERPRINT_OK:
Serial.printin("Image taken");
break
/1A=
//0I00AIDF BRI oOZ 0|0 EAE HESSR &
p = fTinger.image2Tz(1);
switch (p) {
case FINGERPRINT_OK:
Serial .printin("Image converted");
break;
/RE BIERE AATH
p = Tinger storeMode!(id);
if (p == FINGERPRINT_OK) {
Serial.erintin("Stored!");
I

/1eHE
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Fig. 5. X224 2=0lM x2S &
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IV. Conclusions
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