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Abstract - The purpose of this study was to assess the current status of cyber security at the Busan Port container terminal and derive
strengthening factors through exploratory research. In recent years, the maritime industry has actively adopted Fourth Industrial Revolution
technologies, resulting in changes in the form of ports, such as automated and smart terminals. While these changes have brought positive
improvements in port efficiency, they have also increased the potential for cyber security incidents and threats, including information
leakage through cargo handling equipment and ransomware attacks leading to terminal operations disruption. Especially in the case of
ports, cyber security threats can have not only local effects within the port but also physical damage and implications for national security.
However, despite the growing cyber security threats within ports, research related to domestic port cyber security remains limited.
Therefore, this study aimed to identify factors for enhancing cyber security in ports and derive future enhancement strategies. The study
conducted an analysis focusing on the Busan Port container terminal, which is one of the leading ports in South Korea actively adopting
Fourth Industrial Revolution technologies, and conducted a survey of stakeholders in the Busan Port container terminal. Subsequently,
exploratory factor analysis was used to derive strengthening factors. This study holds significance in providing directions for enhancing
cyber security in domestic container ports in the future.
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