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ID-Based Cryptosystem and Digital Signature Scheme
Using Discrete Logarithm Complexity
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Abstract

In 1984 Shamir proposed the concept of ID(identity)-based cryptosystem and digital signature
scheme which does not require any public file for storing the user’ s public keys. In this paper,
the concept of the ID-based cryptosystem based on discrete logarithm problem using the conven-
tional public-key cryptosystems is described, and the implementation method of the ID-based
cryptosystem is also presented. The new digital signature scheme based on the ID-based crypto-
system is proposed and possible attacks are considered and analyzed for the security of digital
signature scheme. The proposed ID-based schemes are particularly useful for smart card and

personal identification card application.
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AAA o8 Brhgsict, wref 2709 A A (m,
my) ol &3 (ag, ag) 7} 2ebE WA 4] Q) A5}
le] 5o} k& AAY 5 Jorg =] A2 g
AR (m, m)ell A 35 ag, agE oEA A
Aol HAAE HAteT)

A BAL =y r mod pl A g=g" "
mod p& F¥ 73" 4 s}, g" mod p=atc 47
FE 5 dere o] wAAe] a=g"""™" mod
p7h Eof, o]A =g oJAsEAR FAE).

< 5 ;ﬂ {mx, mg,

v Az AEE o, 9F AAse Uy

WA T4 mol FolHe o xAE gv=
v o E RS Ee MY E (, 9F A4TEE Aol
g Aot 912271 GCD(, p—1) =18 2+E 3l
dejo) 34 jE AYE F r=g mod pE AALEHA
m=k-r+j-s mod p—~1& wFdle & 737
AMAe k7F AA AA ok b H2AE v,
(=g“ mod p)¢ p, g&tg GAT 9} p, gt R
5B k@& T3k ol o)A SEAIE 3=,
ek &2 oF WA ZAAY F om=kcrtjrs
mod p—1& 9UFHdE= r& el WS o] 4

thd g® (mod p)=A=l¥ ry'=A mod p7} =
ol & AH4lsh= o] AAtHo g vl ofgic).

FRA FA L st WA g AgRe g B

E WA A B AEE FEe Zolrh. BA mell
& (r, 8)7F FARE AF ol g"=y r mod
& uhEghel.

(He) 2] moll A& MHEe] (r, 9L o, (m,
r, )9 A GDAY (my 1, soE (3049
DA E W

n=rt-gh-y° mod p
si=s * r/(Ar—Cs) mod p—1 (31)
m=r* (Am+Bs)/(Ar—Cs) mod p—1

714, A, B, C& GCD(Ar—Cs, p—-1D=1%&
WESES AT ojo} qr},
(37%) (30), (3D A& ol g3},

y o=yt gty

r . St/ (A~ Cs)
=y 't gy

r(Ar—Cs)  1/(Ar—Cs) As Bsg Coy, L(Ar—Cs)
=(y (r - cy D
_ Arry = Cory+Csr) Bsry Asry | 1/(Ar-Ca)
=(y ‘g r )
Am Asg Bsr) L/(Ar~Cs)
=@ 'or-g D
r s_Ar, Bsr,  I/(Ar-Cs)
1 ]
=@ -r)'-g )
mArL Bsr)  1/(Ar-Cs)
=(g '-g
(mAr, +Bsg ) /(Ar=Cs)
=g
=g
=g
o414 mAr, + Bsr,
714 s M= T
Ar—Cs

Q.E.D.

ek 42 200 Sl (m, 1. 9ol HSHE H=
(i 1, )& AHE 5 ek, Lej} Ge) 204 2
e B2 A mol U= ejo} w4
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HET S dones & ALY
B4 9ee 44 ¢ 5 ok

D 718 9A5 wae) B4e () 495Es =
A7k AR e 2ool L, (2) AFHRA shite)

wge A5 QA 5 A9 FAAdel STFHe,

(3) AZgol 4 Ao EID Al4be 918 shte)

2EY A5 A4k e FA A4, 29D A
BE Q2 AW 3N BEe} A4 A4k she
F Q4ato] a7}

3.5 ID 7] HAE B4 FHd

A8 A7d AHg-AF Bell Wl M 2] mel] di’E 4
P& Agstaat & o, 7 YA 2.649 b
3 Fdsttie AHA el A O A2 AR
gt
(D AH&2F A ged(a, 22) =1F U538k 99
G a=7E AYste AW g& 72 ZAH T
(2) A2 A AWA AMFEE rE ad o] 83k
A4 gt

= gao mod p=7 mod 23=5

(3) WA m=70l2} sl o} GBS WEHE
suA AEE s8 A4,

m=ks.rta.s mod (p—1)
7=4-5+7s mod 22
s= 17

aeje g HARe AHEe (7, 5, 117 =
c}.
4 (m, r, 99=(7, 5, INE FAF 443 B=
AA (g mod p=7 mod 23=5)F A4l
(5) AH= B= AHE-A A9l ID.2 HE EIDJE
A 4kgte}.

IDs= (5)7 mod 15=5 mod 15
= (0101)

(6) A&7 B AUE1S] 3707] ysh EID,& o]-4-3}e]
& A

n o EDDg

VA= H1 Vi mod p=2 - 16 mod 23=9

(D A&7 B (ya) * r* mod pE AlATge}.

(yo)"* r* mod p=9° - 5" mod 23=5

(8) AHe B g"=(y0)  mod polZ& 4l
5w AR e} qEFe] et Aoz Adg,

4. 2 2

ol A fratalol A8 o] A ol 7]
ID 71 HEA LY FH HAE ARA LS
st gla 7hds Aduyyel o) 71<skdd
o, ID 7|E ¢3A A~ AgHE |-
EZ3te] n7l o] ARE-AbZ} FrSto] F]4lE 8] w)
HEE ALY 5 d$E ook, 222 D 71E
tE Aol vlek-g F32 El-Gamal®] TR E A
kAl g o] 85 A B2 AjutdS A o¥aled 11,
ool dal FAlHoR dAEe TH HHE =
% 3hod 2bzpoll o) kA S 13kt ID 712
A& AMFeAE ID 712 GEAagel vieE
Fi AAEHenz, AHEzte] = ME& n °l3t2
AA sk Zo] vigAgE & 5 At =¥ D
718 dEAAYF HAE APAE"HY SAE
FAsglch @9, ID 71 shEAl2aFelA ¥ls
o A Qg FA FowA EEY A
29 A7) ¥E £9 5 de kA PHE A
akadct,
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