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Library Function Development for Internet
MOSS(MIME Object Security Service)

Seong Soon Yoon' - Ki Song Yoon''

ABSTRACT

As Internet and its users grow dramatically and multi-media data are getting common, many types of elec-
tronic mail applications are showing up. Internet s/w developers and users would like to use clectronic mail sys-
tem for commercial purposes. They also would like to protect their electronic mail somehow. For these purpose,
the security feature using cryptography is one of the essential functions. In this paper, we describe the library
function development for handling MOSS(MIME Object Security Service), the security version of MIME
(Multi-Purpose Internet Mail Extension). For these purpose, we explained the security features and structures of
MOSS and defined the necessary functions and we also discussed design issues for the MOSS implementation.

LM & FEez gow dusty 4Ze 4 T2ogE
ol etz slert, 44 Bel e $8 ==

A2 AEMEE AAHOE 10 3R 2 A8t Dde €44 AALEAAYeld ¥ & Atk BE
- AR AERES AASAE Folol AuE 7

20 gon AAeHE T IFE 9T
RR B b K Tt N oy Ak S8 Qelvitie] dojes] nustel uiet AR
EFHA196 349 209, AAHEE:19961 69 209 ¥ &4 WdEe d% FUsHY e, ol A




1494 SFBKHEIS S =2 M3 K 63=(96.11)

fote CHEYe] A9 4] BHEEE F4
olth. ol met 7id, 719 B Ity FaFR
7} AALHE A9 S B3 AgHR glon ¥}
TAE FHHoE O AAE AF¢A HUuth
olgtzte] AAS-UE T T8 AR Mgko]
M3 AR AR rtsEs AAeEe £
%2 54 JdEME AMEAERE LEstn e
o] Haza g $54248 EUssd gad 7Y
4, 724, AAZA, A%, FAE4 g 2o 27
FE0 AATHE adAHAY Es A
el e 848 upE} QY ES 53 Ordering Sys-
tem, Payment System, Home Banking System g ¢}<F
& AAYAY $EALGH o8 A =2
Zgo] Ugtz on, AALUE ojzie ARt
A# FEAN2H oS HelaE At HH
A EFE AMEE F Ug ¥ el ARAAY
A Lo E AREE AR, A9, 287128 T
M719 44, $54, 218 F Cerlificate® o] &8 F
7h7] #e)7t GFA o). oe g Certificate ¥ 70
7] #d A B Al 993 o2 CA(Certificate Au-
thority)& 422 AAT-HE 5o o|F iUt
wA] AL H-E WWW, Certificate Management
st A AAFARE BHF FEEN 728 4TS
e Wl W2y F&Foln AT U5 R &
T3k Atk
A AEHE 8744 2ol e HE7]%
EEE AALE A2do=E dEHYE AASH
Az B ¥39¢) PEM(Privacy Enhanced Mail)[11,
12, 13, 14], WE|v|t]e]§ A 9 3= MIME(Multi-Pur-
pose Internet Mail Extension)[6, 7)< B $t7) 5] 371
¥ MOSS(MIME Object Security Service)[2, 3]9} 1)
EEQ PGP(Pretty Good Privacy) @ $/MIME %0
9ith. PEME 7|EH o2 BAEwe A stz Bt
N7 A%g WEN TP} 45 5 49F
L8 ALY F glow FAIIE CAS F% Certifi-
cated o]&3l Q1Z sl PGPE JHUE FZ&
oA Rt AAZ 71 gl ARs 3 g De facto
EEolg & 4 Ak HEutolE A9 814 g
Y FZ PGPS} MIMES A 315 PGP/MIME®| =2
S A4, 51 FAF14] AFE “Web of trust” 4]
o s &5 A F Ue AARAZ ] o] Fo] A

Dz 377 9% A7} Ut §/MIMES RSAA
A At TEEF2ZA PEME 7jyte 2 MIME
< Agsh} AMgdte a8 S 2 9
oW @A77 d2] AHEHA ¥ 1o} RSAALS
FHoE AFHT Ut o)sje] ol 5L Fj@e], B
%5, AN G4, S5 AH8, 5849 2o z4zte)
=4 U BEAHE 71 2 gl o0 IMC(Internet Mail Con-
sortium) & B34 7|5 ¥4 2 A% AEEAS
of #atel FoslA =51 k. MIMELS QlEY)
EoqA E2HU]E N QLd s IALH ZREIR
Harste] AFEE T Sith AAZ o] E QEvE A
2R Bl 715 ol gl nFAHRY PoH
ERE FU ol g3t= AlY Z2HEZ TYH
3913, ol Ao @Et MIMES B¢71%8
F7H MOSSALE-9] &ibe] JA3Hn). B =FelA
= 7 H9 JEE HE e Bt AR
9] IFQ MOSS WAAE Aashed Bad MOSS
ghol B 2] g sl gaty 7 eEtsh

2 =59 F4L bga 2ok 2 AoAE gelE
2] g g £9 MOssSe] 54 ¥ 3o oj &
o ZAWMET, 3 ZAXE MOSS vlAA A= H¢
ARTFzE Bosia e ®me 753 o 94
Ye g dolg 228 4} 4 FoAE MOSS
o Bt RE o 2h2te gte|Baeje 52 Ao
SR 5 Fel M Elol B E] FFE ol &de ¢1d
E7 MOSS WAAE HFE Eo2 6 A=
ZAEo Fte] 7Rk

2. MOSS o|MIx|e] £4 3¢ F=

2.1 M0Ss2] 4

MOSSe] 542 &3 ). A, MOSS= MIME
9] A=A 4L 7t geba MOSS vl =] = He-
ader®} BodyE T4 5] 21X MIMEe] AR dsle B
€ ZE | tlo] dolele ¢F35 2 AP wel
71%-£ AFgn. =8 MOSS WA A =371 s
Content-Type ZHe MIME# o] ©h2 multi-
part MIME W A4=]2] d¥¥oz »d 5 9} &4,
destel ARGl ZPH o g ALd = Qlth ot
&4 A=A E MOSS(Signed MOSS)s} $3& 8 MOSS
(Encrypted MOSS)E W £33 AW MOSSe)
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MOSS ¢35 3H{MOSS Encryption of Signed MOSS
Message)9t 58 MOSSs] AAM 3 (MOSS Signa-
ture of Encrypted MOSS Message)’= AME-8 4 glo
U} gwE oz @4 MOSS, %E3 MOSS 2 A
A3 MOSSs] MOSS %t&sl7t JubA <l MOSS
g et} A, MOSSE 347 AA=F st
o) Certificate® AH4314] 93 AALHF A (Email

-Address), T2+ EZE (Arbitrary String), A} 32

o] E(Distinguished Name), ¥ 717](Public key), T
A7) EE 2 ol F FAM71S) dAN E(ssuer Name
and Serial Number)Z A}g#r).

dia], MOSS #lA e Bt 71Y& YA e 45
8 = Az Mol Yeg et slye] SyFH ok

2.2 MOSS HIHX[e] 1=

FE MOSS "X = MIME €4£ 714 MOSS
2] Content-Type< multiparte]™ =A™ MOSS}H
4353} MOSSS] Tt 2] §4 o] gt} o] F7HA g
MOSS WA= g4 FAL A2 MIME HAAS
Eg3c) o] F719 A EMIME v A A+ Boundary
Stringo] 9]8le] T EEZ Yut MIME WM A} &
dg B 48 ). 5 Headerd) BodyE 72t} o]
of viMA] 3ol Boundary String¥ 4% 44
o] Eh}A] gEE F4 slojo} dc}

2.2.1 AR E MOSS sll4| =] 2] F=
HAAA H MOSSH M A = 33 Content-Type ZHe
= ‘multipart/signed’& 7} ™ parameterE protocol,

Header

Other MIME header fields come here.
Content-Type:multipart/signed;

smlcalg="Hash Algoritim™
shoundary="Bourdary String™

--Boundary String
Original Content-Type:Any MIME Content Type
Dau .
Data for Digital Signature

—Boundary String

Content-Type:application/moss-signature

Signaunz
I‘;m Verslon: 5

Originator-ID: [D Information

MIC-Infa: Hash Algorithm, Signature

|--Boundary String--

(3 1) X MY MOSS
- (Fig- 1) Signed MOSS

micalg, boundaryZ ¥t= 4] 712 ok} protocol & %
4} ‘applicalion/moss-signature’o]th. A5 A B vj 4]
A AAMEE o2 3= MIMEWA A s E
# AME vAX 9 Headert= ¥t=A] Content Typel.
2 ‘application/moss-signature’d 7}¥c}, Bodyg 2
& Header Field?] 9¥#].c 2a}elu}y “Version:® Field
£ MOSS Version, ‘Originator-ID:’ Field+= 4412} 2]
71 AE2Originator’s Public Key Identifier),
‘MIC-Info’ Field¥= Hash7]'d, Hash €%3} 7|33
ARM e AE Z4z} Jepdo) A=A MOSS
AR 9 F2e (29 Do 2

2.2.2 S+FHMOSS vl A A L=

FEHMOSS WA A= 43 Content-Type FHe =
‘multipart/encrypted’E 71+ ) parameter= protocol,
boundaryE 7} <F3Ps protocol2 -4} ‘application/
moss-keys |t} AA AE WA= ¢us £ 5
Zgte] Q¢ Control HolEHE 1ehl = MIMEH
A A e} Header= W= A] Content-Type© & ‘appli-
cation/moss-keys S 712t} BodyH¥-5-& Header Field
o} g o2 JEY “Version:’ Fielde MOSS Ver-
sion, ‘DEK-Info’ Field= "4 <] ¢&3} 71 R 45
3} 7] Z(Initialization Vector), ‘Recipient-ID:’* Field
E A7 FA7] €A, Key-Info:’ Fieldi= w A
AgzE 719 dast /g 2 oAA s 7
H=x8A A4S zt2) vebd o o8] To:Ce:Boc:

Othier MIME Header felds come here
Content-Type:multipartameryptad;

Keys"

shoundary="Boundary String"

—Boundary Siring
Content-Typeapplication/mary-keys
Eaerypti

Cmon Version: 5

Data DEK-Info: Dara Encryption Algorithm, Initialization Vectar

Recipient-1D: Key Identifier
Key-Info: Key Encryption Algorithm, Encrypted Key
[ Reciplent-1D: Xey Idensifier

Bady Key-Info: Key Encryption Algorithm, Encrypied Key

Reclplent-ID: Key Idenrifier

Key-Inlo: Xey Encryption Algorithm, Encrypted Key
_ |=Boumdary Siring”
(Content-Typesapplleation/oetet-stream

Enceypted Content-Trantfer-Encoding ; basesd
Daa
Enerypred Data comes here.

—~Boundary Siring—

(O3 2) et5 35 Moss
(Fig- 2) Encrypted MOSS
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WX 7F A-&73 % Recipient-ID’ 8} “Key-Info’'= 2+ 4
AAEE FANARA g2t +AA £ATF et
o). B4 M EA A A9 Header= WEA] Content
Type2 Z ‘application/octet-stream™2 7}<] ™ Body*
¥ 433ty @3 Encodingd FH o2 Ut
o} 2532 MOSSY A4 dtA 0 = base6d 71 S
AHgFT). 923t MOSS WA A Y F&% (29 2)8
i X

3. MOSSs zlo|E22{z| 7id #3F

3.1 MOSS MIAIX] 2|

£ zddie 4A BdAE 715 IDUP-GSS-
API(Independent Data Unit Protection Generic Se-
curity Service APD[1] =& GSS-API(Generic Security
Service APD[B]E 3t 22 UEHo]2E Fate] Bt
BEo wdlda Bt BEL FaA FAYE TS
A& AHPublic Key Identifier)e] s]&] Z/7]2 HA
2 & 5 gl s et Td w44 Xz 24
2§ ol gt SEEZRAL B LA AAA
W R RI3E A v 22 @739 Trusted
A= o] tAsA A3 & JA2 & & dokx 7t
Foth & 2deA dAlAAE] Z2HLAE MTA
{Message Transfer Agent), UA(User Agent), MEA(Mes-
sage Enabled Applications)5o] € < glo.m oy =]
S8 T2 WWW, EDIE chesh 28 Al 2d
@] F£2 CMC(Common Message Call), CGI{Common

o M= 5§
Z3AA

(O™ 3) MOSS HIMIX| HMe| &2

- - —. . (Fig. 3) MOSS Message Handling Environment

Gateway Interface) 52 T3l WM =] 2] A=
£ o] 4% AH(ZE 3) F=F).

#7 QHYEY ALY Z2EFL Thitd| o] g}
= A 45t SMTP(15, 16]9} Shitd| o E} 2 A A&}
ESMTP[9, 10]7t Z£513 31}, non-7bit Hlole} MOSS
HAAE AW ES ot A4saa 8 o ¢35
3} MOSS= B non-7hit Hlo|E}7t & 2t8F oA
encoding= o] 7bit(ASCII) Hlole} Hej2 AgHEZ
ZA 7t et AxAE MOSSe RA A Hh e
8bit, binaryE X835 MIMES] 2 £ Conteni-Type -
71 & denzZ ARLW AEHg oA Most Sig-
nificant Bite] reset®™ 79 5418 A AA 3 MOSS9
AT gl EAF 71 + sl dakA &
el AAME MOSSE AAAMF AFoldd iz
Al Thite 28} wEo] glojofditt. of WY 2 d
AA A TS E= MOSS H g Z2A &0 9
& A8 2 4 vk TE ALy 1 FHe) o} line
delimiter’= LF, CRLF, CR, None53} Zro] theksl
Al vhehdch & 4271 AMg-she Al 29 9] fine del-
imiter®} A RA7F AMHR-EEs Al24H 9] line delimiters}
g 4 gich g $4740) AR L FE3lE
ine delimiter & CRLFZE A 4t&lodof dtal A=
$28 AR MOSSE] AEE 518t =E 27
line delimiteri= CRLFE H#F 7 =&l o oFgic).

3.1.1 Incoming MOSS wl41x] Az

ety e 2 9= Incoming 9| A% 2] Input2 MIME
By = 2239 Header field 9 BodyZ 712t} ¢
Z35 MOSse] A9 B53lY deley & AdE
23t} W2 & ¢ o] ELE Header fieldol] ZH=1}.

A E MOSS A
— APP(MA|A] A& EEH2)E MOSS(MOSS A &)
Z2 A2 A ARAE MOSSH A =2 Adsir)
—MOSse ARG BA AEAAAE sl
—MOSS= R MEEAA 2] line delimiter® CRLF
2 BF33I hashgtg AE3ET 5S4 A Ho
AR A gZ8s]o] 9lE hashighe SM(E S
2E)E 53] 388 F F hashgh g 8] z23t
o] 2 ATE APPYA S =th
o ¢}5 8 MOSS # &
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— APPE MOSSlAl ¢EIMOssH AR & A
st

~MOSSE HA S} £ A EHAE £ ATt

—MOSSE A AR A e A] WA= ¢EE]
W, gE 5 273, £4R 347 ¥4, DEK
a5 87)y, ¢35 DEKZHE 8t B4 A
Huj| 4| A 2] BodyE Decoding® ¥ SM& 53
o] B35 337 213+8 APPY ST &

3.1.2 Outgoing MOSS =412 A&
2I¥l# 0 & Outgoing MOSS W4IAl¢] Inpute MIME
o] 4|2 3 4] © 2 Header$} BodyE 714t

o A 74 MOSS ¥
— APP7} MOSSHAl AzAHE-E A7 dAAg
A4k
— MOSS= HAR S EFSHCanonicalization) A 71t}
» A A HMOSS WAL 71 Thite] o1 €7} op A
endoding®l 3L encoding schemeS Header field
of F7}Eie}.
s WM A 2] 2= 22 line delimiter® CRLFZ
R
—7bite 2 HE8E v AZ (22 line delimiters= 22
2 §A)2 AZAAH MOSSs] A A B4
A g ek o
—~MOSSE F44 A7 24, EEHE Heol
€& 71A 3 SME R &
~SM2 HAA 78, Hash 713, AAAY e
EEn
—MOSS= 99 o E ARAME MOSSe A
A BvHAE e
—-MOsst A 24 ARGANE AN
MOSSH| A A & TS o] APPY E&F1).
» ¢t& 3} MOSS
— APP7} MOSSo|A| FAAEL & dAXES
Agat '
—MOSSE 211D lists} WA E 7} 2 SM
=R S
—SME 453 WM A gL G581, dEs
713k, "AALE3F|(DEK)S] G871y, o
.. 234 DEK S E9 &)

—MOSSE ¢F et mAAE 7HA 2 LEIMOSS
o] A NEARE $ES e groz £4
M B A E e

—MOsS= AA G 24 ABrAX=Z ¢EsMOSsS
v]AlA Z ghEo] APPY] EelE T}

32 2lo[=eia| o ERS AlRTE

MOSS H A4 Az g AT AT 7|EF e
A AR H7] T AL MOSSRH ] Z2A X~
ZHe] dolet Afg & R8T S8 MOSSH|
AAE A9 8 AETE as Al o
E 989 vz ASTE7 Badg.

3.2.1 908 AR A7FE

AR AN TEaAs MOSSHEZZAAE A
2d 7Z tAdd] we shle] ZeA 2o X3}
o 9oy AsTxe] IUYHTL ALY +E glo
H FAY SYE Z2AEE Fo] 24 Al 29 317
o] @= IPC(Interprocess Communication)& o] &g
& Atk MOSSH 2| Z2 A 20t Al T8l 275
2 AN, 453}, AAMPu A s, 235
3 AAAMERY, B33 2 ARG HUF A7)
A9 71%65& AFA) oA B 5E 2 7S
Azst7] fslde Z 71542 FEHQ deolgst
MZOE delert gashl ¥ AFASdAE o
#hs} ol el AETZE o| 438l HojelE A
get=sE gl

typedef struct {
Security_Service_Type  servicetype;
Sign_Algo signalgo;
Hash_Algo hashalgo;
Dala_Encrypt_Algo dataencryptalgo;
Key_Encrypt_Algo dekencryptalgo;
Encode_Algo encodealgo;
char *originatorID;
char *recipientID; /* To, Ce $AAHist*/
char **hecrecipientID; /* Boe- A} list*/
char *input, *output;
int validationresult ;

int errorcode;
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} Securily_Data;

2 A7 FZ= M originatorID, recipientID, becreci-
pientiD= 2% A=Y 87 o mhe} g7 T )
238 RH(Public Key Identifier; Email Address, Arbi-
trary String, Distinguished Name, Public Key, Issuer
Name and Serial Number)E 31} == odaifl=s A
=gk input, output @S B o et Mgk of wiat
WA e ¥2H £ P2 A28 = it red-
pientID2} becrecipient To:Ce: 8 Bee: o] ﬁﬂ‘%z;ﬂ-‘f-
T8 P2EE 24z veplv Outgoing ¢33}
MOSse] ¢ ¥x<] Nyt Wesdc o Az
T A8 ohgd e nE AgTE w3 gad)

typedef enum {
SIGN,
ENCRYPT,
DECRYPT,
VALIDATE,
SINGANDENCRYPT,
DECRYPTANDVALIDATE
} Security_Service_Type;
typedef enum {
RSA,
DSA
} Sign_Algo;
typedef enum {
MD2,
MD3
} Hash_Algo;
typedef enum {
DES_CBC, DES_ECB,
RC2, RC4,
FEAL,
IDEA
} Encrypt_Algo;
typedef enum {
RSA,
DSA
} Key_Encrypt_Algo;
. typedef enum {

BASE6,
QUOTED_PRINTABLE
i Encode__ Algo;

3.2 MOss 2| & {8t AlR =
Incoming MOSS® M| X 2] &4 3} Qutgoingt] 4] =)
€ A5 st ARF27} Y83k ZE MOSS
A 7= g g2 542 7R 2 gl
—MIME #4% ZHzth
— multipart content-Type& 7} =t}
— Boundary Stringo] v}
— &4 Fohe B oH=E 7125 Boundary Sir-
ingel 2] 8] 7532 Bodye|E Boundary String
o] vtehtA] ghofolitict
— A H v A A= MIME 3422 headers} Body
£ zrEth Header7l g8 7 £+ text/plaine =
gk
— 7M™ MOSSs} ¢33 M0OSS9] Control Data
€ Zre A EdA A 9 Body®= olei 9] F71A] o
#} ZFe] Header % 2](Field Name “:"Field Value)
£ Zeh

Version: 5

DEK-Info : DES-CBC,D488AAAE271C8159

Recipient-ID : EN,2,galvin @tis.com
Keplafo:RSA,ISbCHIROIBrY q2rp493X + DITWrVe3Va/U/ YXbeOTY Semiyl/ =
TNvSquXSK /WZa05 INSRDUQhdNXT64PABFWQSRGoiCrRs-HDedSoQh7EFEPo T =
9P6jyzc VINZZVwip +u

Version:5

Originalor-1D: PK MHkwCg YEVQgBA QICAwA DawAwaAJhAAMA HQ4SywAIS 1G4 =
Q6120C! fOSBek T G447 SmIkw(G IUxvDkwuse/EFdPKX DGBrzdGrWhuhSKEk 18 =
KRGI9wh! HUATrghGlmOL#8eGETDmh3cBhYIDG waOCDarpK ZV3cQIDAQAB,EN, =
2 galvin @tis.com

MIC-Info:RSA-MDS,RSA, PaEvyFV3sSyTSiGh/HFgWUIFa22jbHoTrFIM VER( =
MZXUR FsHbmK tlow] LR 5600kmo HTWjRIpMHIMOK gPezRaTwk0T5d0cP 1fb =
sOVIj1eV7vTeSyoNp2P8mi/hs7

olHT Nest 54& o881 MOSS WAA = T
% % ARTEE o459 Uepdt
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typedef struct {
Header *header;
Body *Body;

MOSS_Struct *child;
MOSS_Struct *next;
} MOSS_Struct ;

typedef struct {
Header_Type *name;
char *value;
Parameter *param;
Header *next;

} Header;

typedef struct {
Parameter_Type  paramlype:
char *paramvalue;
Parameler *next;

} Parameler;

typedef struct {
Content_Type contenitype;
content_Encoding  contentencoding;
int length;
void *value;

} Body;

{yepdel enum

/* SMTP, MIME, MOSS| 4] % <] &= ®& Header Ficld */
To, Cc, Boe, From, Subject, Date, Message_ID, Received, Sender,
Return_Path, MIME_Version, Content_Type, Content_Type_Encoding,
Content_ID, Content_Length, Apparently_To, Apparently_From,
Resent_From, Reply_To, Sesent_To, Resent_Reply_To,

} Heder_Type;

tyepdef enum {
/* MIME, MOSS9] A 2 9#3= . Content Type & Subtype */
text_plain, text_richtext,
multipart_mixed, multipart_alternative, multipart_parallel,
multipart_digest, multipart_encrypted, multipart_signed,
application_octet_stream, application_postscript,

application_moss_keys, application_moss_signature,

message_rfc822, message_ parlial, message_external_body,
image_jpeg, image_gif,
audio_ basic,
video_mpeg
...... , others
} Content_Type;

typedef enum
/* MIME, MOSS9| 4] 7| 8= ZE Parameter Type */
charset, mode, size, padding,
prolocol, micalg, boundary,

} Parameter_Type;

4. efol=a{2f g

4.1 MOSS T Bk

4.1.1 Incoming MOSS

Moss_To_MOSS_Struct (char *input, MOSS_Struct

*mossstruct)
4 = MOSS WA E #4]8] MOSS_Struct
FE= W
~ inputZ Input buffer pointer £3= Input 3 ©|F
— mossstructi= Input MOSS W 4j=] 2] MOSS._. Struct
=

Get_Header (MOSS_Struct *mossstruct, Header_Type
headertype, char *string)
9 Thg= MOSS WA A o4 .23k Header field
#g 2l
— mossstructs Input MOSS WAH|=]2] MOSS_Struct
=
— headertype& ¥ 2 & Header field o] 8
— string2 A A § Header fielde] zt-& 1jepdic)

Get_Parameter {Header *header, Header_Type header-
type, char *string)
8 ¥4y Fola Header fieldol A . Q2% Par-
ametergh-& EeETh
— header+= MOSS ®| Al X 2] 5% % Header
— parametertype-2 ¥ @ § Parameter field ©] &
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— string-2 Parameter field®] g€ W} epd o).

4.1.2 Qutgoing MOSS =4 x] T=
Make_MOSS_Struct (MOSS_ Struct *mossstruct)
9] g MOSS_Struct -2 +ET)

Add_Header (Header *header, Header_Type header-
type, char *string)

4 B4 MOSS_Struct x| EF4 gre 714

- Header fieldZ F713it}.

— headeri= MOSS_Struct 73 2] Header list9] 4]
FHE rt2h

— headertype F7}3l3124}3h= Header fielde] 23

—string2 F7}8t 2281 Header ficlde] & 7t
A}

Add_Parameter (struct Parameter *parameter Parameter
_Type parametertype, char *string)
9 = MOSS_Struct 7=2] 3 Header field
o] £33 g8 713 Parameter fields F 715}
— parameters= MOSS_Struct 32 E% Header
field2] 57 Parameter list2] A]ZH32 Jebdin.
— paramertyped Parameter fieldd] 5= vJepic),
~— string-2 parameter field2] Z+-2 JepA ).

Add_Body (MOSS_Struct *mossstruct, Body *body)
1 #4= MOSS_Struct 7= Body T=& €17
Al

MOSS_Struct_To_MIME (MOSS_Struct *mossstruct,

char *output)

# g+ MOSS_Struct +x& MOSS A==
PP} TE Header @]l 2~ E4] )= Header A B S
o] 83t Header& T4 813 Body 7-22] J B o] u}
2} Encoding®}3 2 Encoding 7182 Headero] &7}
ig= N

~— mossstructi= F71 2] 4] Huj H]Z]-S’—] MOSS_Struct

& Z§s}= MOSS_Struct
— output2 Qutgoing MOSS 1| 4] <]

.Boundary_String_Generation (char *input)

9 <4< inpute] L}ER}R] @iz Qlele] Bajge
AT ol F MOSS MEHMAS 2asizy)
Abgg)

4137 ¥

MOSS_Strmct_Free (MOSS_Struct *mossstruct)

4 #E MOSS_Structfl 9] TE 9w W e
EA2He 5y A7

= mossstruct= 578 MOSS_Struct 722 Jehdr},

Base64 (int flag, char *in, *out)

9 o Pl dolElE BASE6 7|2 = En-
coding 2= Decoding %t}

— flag-& Encoding =+ Decoding2 vtebd o},

—in, outZ Input# Quiput-Z 2z} v}epbdc)

Quoted_Printable (in flag, char *in, out)

g T2 dlo]elZ Quoted Printable 7]
2 3 Encoding == Decoding §HT}.

- flag2 Encoding 3=+ Decoding2 v}ebi o},

—in, out2 Input#} Output-g Z}z} 1}eldic).

42 HoL I 5 M e
" 4.2.1 Incoming

Corresponding_Recipient (mossstruct, user, recipientID)

# ¥E Incoming &Z 3 MOSS ol A} =] oj)4) 2=
AR el A RIFNE AT AT FAA
recipientIDE AHE-2} o o] g}2 o] -B-3be] Fi=tl

Input

—mossstruct Incoming dkaghghk MOSS®] 4 =] 2]

MOSS_Struct 728 Zhe=th

—usery= AHE-AL H| o] e}

Qutput

— recipientID#) & 41749 Z77] 2@ A

Decrypt (mossstruct, recipientID, dataencryptalgo,
dekencryptalgo, initialvector, encrypteddek,
datafordecryption, decrypeddata)

A ¥rE Incoming T3 MOSS w4 =] ¢4 &
S3to] 2% dlolglS MOSS_Struct# R4 o}
HAREFE o] &8l Baslg A g &)

Input
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— mossstruct< Incoming MOSS o 4 A] 2} MOSS_
Struct +2Z Zheth

— recipientIDy 41242] ¥|WY S QA2 5= 9]
= Key Identifier 923} MOSS W42 To, Ce,
Beed 9] ARS8 RecipientIDg} Key-
INFO do]el2 7}A % glul. ¢33 MOSS )
AAAE = 25 sty AL Mg
ek AASH M7 TRA2E D A
2 B E MOSS A Z2 A2 3o
of gt}

— dataencryptalgos Wl M A 535} 718

— dekencryptalgos WM X L5817 453 7y

— initialvector= W4 A] ¢4F 3o Ba$ 27 gt

—encrypteddek HE3}E v A ¢E3 7 gt

— datafordecryptioni= ¢+ & 8HE o 4 A]

output

— decrypteddata= 2559 o 4=

Incoming_Canonicalize(dalaforsignature, canonicalized-

data)

9 ¥ Incoming AR H MOSS ol 4 =] o) 4
1AM EE $E2 $&89 2D Line Delimiters
1% CRLF ¥ €12 ¥y}

Input

— dataforsignature= A A% MOSS w48 A

ZHA 8 4 A E e
Output
— canonicalizeddata+: line delimiter7} ®F CRLF

Tz A d 24

4.2.2 Outgoing
Outgoing_Canonicalize(dataforsignature, canonicalized-

data)

9 B4 MOSSTHO| B 8 B o] §3Hs AR A
] Z2A 22 FE e Input o o] el Appdata)ei 4]
1AME2 AT AAAE F28o9 4 2E do]
F7b Thit vl olete{ -5 821813 non-7bit (8bit Ti=
inary) dlelete] ¢ vlAlA] A2 o w}e} basess B
* Quoted Printable 4] ¢ & Encodings}s 2 44
t WAl Headers] %715le] B E HAATYL 9%
1o1et2 7itoz ghEc), B4 AAAPE 9% o

AR 9] 22 Line Delimiter® ¥ % CRLF ¥ej2 W
AN
Input
— dataforsignaturels FZpAE & wA=]E vepdct.
Output
— canonicalizeddatatr Line Delimiter7} 2% CRLF
FelZ AR Thit dogt

Sign (Appdata, canonicalizeddata, originatorID, ha-
shalgo, signalgo, signature)
$1 g4 Outgoing MOSS W Al A] & WHE7] 9] 8o
AAA G EHL H2F b o|et& APPdatadA] o}
HSRE-Z o848l canonicalize® o 4]# 9] signa-
ture(¢} 5 81 Hash)E Ea)&},
Input
—Appdata £ WHA A T4l FE gL
Input ] o} €}
— canconicalizeddatas= Line Delimiter’} =%
CRLFZ=HE {3 @ Tbit wleolel
—originatorIDE $414e] v|L7 & AA 2 F
& Key Identifier(2 =4 ARANFE
%t 4219 ¥)YF] = Trusted Systemo] <)
A EA deldw ke AAE g
— hashalgo+ canonicalize’® ™ 4]=]2] Hash7]'
—signalgo= HashZd A4S ¢35t 714
Output
—signaturet= ¢+ & 55 Hash

Bec_ Handling (recipientID, becrecipientID)

A FFE bec FARAE 98 &S MOSS v A=
€ A&t ¢as MOSS A A& RE To, Ce 5
A A}e] Recipient-ID ¥ Key-Info ®loje}8 xgsin
Bee =412}9] Recipient-ID @ Key-Infod]o]g}e= &)
% BecralAt ©] 9] 9] To, Ce 18] 31 ¥} BeetAlA}2]
MOSS ®AA e vehtxE ¢ mEks To,
Ce F4A4E BF $Y8 ¢33 LA S gA 2
RZ Bec 417w 242 o2 158 MOSSH A A&
Bt ol W3l A enerypt 08 224,

Input

— recipientID+= To, Cc =412} list

— becrecipient Bee 417} list
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Encrypt (APPdata, recipientlD, dataencryptalgo, de- Quoted_Printable() /* Decode the data. */
kencryplalgo, initial_vector, encrypteddek, Base64() /* Decode DEK */
dataforencryption, encrypteddata) get the recipient’s private key identifier for decryption

¢ &4 Outgoing MOSS W Al2] & Th= 7] 9] &1 get the second body for encrypled data

Al WaF vo]ELS APPdatac]r e} Base6d() /* Derode the data. */
BEEZ ol &8t ¢EsHE AAE S E Decrypt()

Input return }

— APPdatay HWlA A =z ZTEHME R¥EH ©o }

Input ®] )€} Pracedure Outgoin_ MOSS (MOSS_Struct)

—recipientIDE FA&2] FAFNZ A28 5 {

2l Key Identifier Check Security Service Type

— dataencryptalgos W A= <438 78 if (SIGN) {

— dekencryptalgos ol A X U587 458 719 Make_MOSS_Struct()  /* Create new MOSS_Struct. */

— initialvectore WM X <t & 5l o ® =7 & Add_Header() /* Add proper headers */

— encrypteddek+ Z 38 oA = o238 7] gk Add_Parameter() /™ Add Proper paramelers */

— dataforencryptioni Input ™ 4] =] Add_Body() /* Add the data body */

Quiput Qutgoing_Canonicalize()

— encrypteddatay €3 25 W A=A Sign() /* Get the digital signature */

Base64() /* Encode the signature */
5. MOSS 2lo|=a|2] g ALE edT2|E Add_Header() /* Add proper headers */
Construct control body
5.1 MOSS A 2| Procedure Quoted_Printable() /* Encode the whole control body */
Procedure Incoming MOSS (MOSS _Struct) Add_Body() /* Add thee control body */
{ Boundary_Siring Generation()}

Security Service Type ¢! MOSS_Struct_To_MOSS()

MOSS_To_Moss_Struct() return }

Get_Header(content_1ype)

if (content_type == multipart/signed) { if (ENCRYPT) {

Get_Parameter{) /* Check correct parameters. */ Make_MOSS_Struct() [ * Create new MOSS_Struct. */
Get the [irst subbody for signed data Add_Header() /* Add proper headers */
Incoming_Canonicalize() Add_Parameter() /* Add Proper parameters */
Corresponding_Recipient() /* Find sender’s public keyid */ Encrypt() /* Encrypt data */
get the second body for signature control data Basetd() [ * Encode the encrypled dek */
Quoted_Printable() /* Decode the data. */ Add_Header() /* Add proper headers */
Base64() /* Decode digital signature */ Construct control body
Validate() Quoted_Printable() /* Encode the whole control body */
return } Add_RBody() [/ * Add the control body */
Construct encrypted data body
if (content_type == multipart/encrypted) { Add_Header() /* Add proper headers */
Get_Parameter() [* Check correct parameters. */ Base64() /* Encode the encrypted data */

get the first body for encryption control data Add_Body()
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Boundary_String_Generation()
MOSS_Struct_To_MOSS()

return }

5.2 MOSS HIMIX|

2 =8dA AAG golBE2E o| &3 Tan-
m FFE FPFoA MOSS Ha] ANxge 73

A} @53 Mo RE FE9] doje 453 7]
¢! DES @ RSA 71g& o|&3ldd TP
08S+= chobst ¢has), A3 L Hash71g L 5
& P EE FAR] oy ¥F u} g

335 719 & A el 27K JPEG ImageS SHAFA A+5798 AAA
& =EdM AAS geoldea] F4E o3ty HMOSSst 3 HMOSSHAHAE o) o} o] 4
Y AAewe] B AYNLDE Fio 9 3t}

5.2.1 AR5 MOSS

To: Kildong Hong

Subject: An example of Signed Image
MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/moss-signature*;
micalg="rsa-md5"; boundary="Signed Boundary"

--Signed Boundary
Content-Type: image/jpg
Content-Transfer-Encoding: baseéq

/93 /4ARQSKZIRGABAGEAZABKAAD/ 7QE0UGhvAGI zaGIwIDMUMAA 4 QkINA+ OAAAAAABAAZAAARLER
AgBkAAAARQACOEJITQPZAAAAAAATAAAARAAAAARS QK I NTXAAARAAAAOAAQAARARAAAACOETTITOPL
AARAAABIACIMZGABAGXMZgAGAAAAARABACOMZgARAKGZMgAGAAAAAAARADTAAAABAFOAAAAGAAAA
ARRBADUAAAABACOAAAAGAAAARAAROETITOPAARAAAABWAADY///// /717771771771 717771171777

Y € 2 K o T

/wWDBKn+tRr6cf211pJJdc/bI/wAFOK/TnhM/72ul90e0blkpIIdXobn/AAeT +1Kg77X0uzz+ks1ld
JTofrMa7l/cJ/wBa/kE9T2ySSm+ fCHEZHS PMPX/kKROKygKSSmd fWnXZPblJ3ra/Q841U0K1NASNO
seXKcevpETB1VSSUIWevGmzy SU2 /advSneJ3LPSSU61P2gdPTSET 3 / fES+2btPTnWI3 LKSSU2P0
v1/0/wDT/wDSaSrpdKE/2Q==

--Signed Boundary
Content-Type: application/moss-signature
Content-Transfer-Encoding: quoted-printable

Version: 5

Originator-ID: STR,2,This is my string for key identifier.
MIC-Info:RSA-DS,RSA, XUKZFIRGPgZRWI1JRMZbmKt I05600MVERfoTY FVRo+CTWFaH20] fzpM=
H/M3sSyTSGhs7vTe2P8mi /h/BFgWUNTWKPnEvImsHIy/1fb92 ibs7FOTSd0CPioVIjleVyoNp

--Signed Boundary——
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5.2.2 ¢E3IMOSS

To: Klldeong Hong

Subject: An example of Encrypted Image

MIME-Version: 1.0

Content-Type: multipart/encrvpted;
protocol="application/moss-keys*“;
boundary=*Encrypted Boundary*

--Encrypted Boundary
Content-Type: application/moss-keys
Content-Transfer-Encoding: quoted-printable

Version: S

DEK-Info: DES-CBC

Recipient-ID: STR,3, This is a string for vour key identifier.

Key-Info: RSA,StCIWIVIS3I3X+DRU/Yrpdq3ScOlBrbCYa2l /miyl/VEbxQTYSK/64ePWZgop+=
cVwz9950EPful NOQRs 9RhA7NENAS SX1 qgivIxDUIDNEWOEFVE 7o TQh+iCreRGZZYPE]

--Encrypted Boundary
Content-Type: application/octet-stream
Content-Transfer-Encoding: basefd

YRzJrPEhk] 8pfUhTNOF6rpHy fgZQuigtg/ 6hJSHZAkVHFnakPJggMucsUxRZBeUSUwd2VILTiMIn
J+6FWK+YEF2s] /toRQFGOTISLiRbo8BNTawiNsd1lwEQc] ImvkfOWam/ tg7 ISNHIL1djvkacjeMQSK
c7D4 6mEPr I Dy BV PwITEQ9 IS P4 HSHADNOCGES Dk pVamvmfukQY4e jhve Dz+ui 1 kVsretGSNUTE
WuCZVuAf /pSvLSXI tRL1YXSHIbOGVARYwZeIGFtNNeGWeBg 11 PTxBAPWT PBAdA / cEDjWI10cvhF

B &5 % . . .. L.

fA+nLTfpOwX+Ig8Z7mID2mHVPOBByejTaCeqhdLekNIFhkrox3LiT110XN7 cdyieUshRhquvxnhiT
AAZTiECDTe0a94KQOvZbwzmHg 6dZ2RIE/yT5xn8z £N961 /Mx2h171pdrViWeOELV CLk2c3Ts09K
550zS0R1mWOeB0SJrtsdecWdnu/nHEW+1gwE SINviUSVL/LERB/ xMD8pdzws 7XanuzLivxlugNwGT

R2aR1jLD+SYnCDgSZbkDuB £ 9pXAi WFOXB60SLDCXKACE4B8 /29971 0CHS110LGPY

-~-Encrypted Boundary--

6.2 £

B A7Age Qe PEu s Bk AR
H &9 MOSS HAA Azg 98« M0Osss] 5
A B4 ol& Ased Bad 7EHY 8
ol2ely] ¥ sfge] i3t 7 & A AHYE
o] A wtet HAA¢H A2de Fa4o S
3 oo AALH 2ot FE3}d Wi 2L =2
7t AP HT vk B AFA L o] 45t gHYE
o] ¥t B EF L AEEA Mo gM BE
BAAE ol ALAAY 5L AHHoZ
FANA AAAANE ¥EE ST 8§ =23
PE dAdG ALY F A= PrE dEFHaA
g} 71 EA e GEEE B8 A4t v ree
Aavko] wbd golulzt I, AP B QY
o= weA gad /lgeles E 47 ies 5ot

Q Bt 715¢ 278 IS AALE AR of
g 2etr]&e 278 B A3 Fopo] Bt &
gAog g FSHoE HAFHQ ALY A}
gl 715tz Fot.
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