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Abstract

Key stream generator consisting of several linear feedback shift registers with a nonlinear
combining function have been applied in stream cipher system. Most of the papers until now
have been focusing on correlation attack and analysis of key stream generator with nonlinear
combining function. Given some part of key stream sequences, we can generate identical
output sequences with original key stream sequences if the feedback connection and the

maximum order of nonlinear combination function are known.

.M B

2~y dZAAHY 7By A7) (key stream
generator)ll 28] A% Adeh}t CDMA(Code
Division Multiple Access)H4]o] =¥ o]FEA
Al 2g]of| 4] AHEElE FolalAld T2 IRIAGES
25 A¥AY AR AE(LFSR: Linear Feed-
back Shift Register)& AM&-3ted AAJjic} o]eijt
LFSR& °|43l] A se ~EY s~ o
g2 Z3A|do] o)al(modulo 2) A4tel s A
7] ¥l ARALTRE AR F3ls ASelx 2N

* IEaR, AR BT T8N

(Dept. of Electronic Eng., Semyung Univ.)
*IER R, R BR(ETE

(Dept. of Elec. Comm., Hanyang Univ.)
BTHF 199442218, FXEU 19961 A11H

(160)

(N:LFSR®| shp)ulEe] 238 o N7Re| A8
PAAE PR, Alage $HE A7) d-

o, ShRt WS BAE Qe 4 glcks Holth wet

Al olefgt wbAlS adslr] fislel 1A xR
€] AldEe B mxFE2E wilile] A
£°] £8F o+pd(pseudorandom) B} F
A8 2AT (linear complexity) '"M'E& 7] 913
TR At FeEe] gdow. o Folld AR

gz el e A= hApAldel] thafed,
A3 k% (linear F-2¢]
(randomness property)& %0]7] ¢ls}e v]As A
3145 %913+ Rueppel®l w7 o whale] =g}
ot

Ay Ageg A4 Aol disted A7bA|
o A= v|AE gl 23 AR 2lafed A

complexity) 2} 54



1996% 28 BFIEEHXH

T2% selsle Wy '?0 0 o] diRpelgle

wiellMe YA el FHALe £
?%‘ ARETE =903 Ao 2¥AdY 54
Mt 712ed AAd71e) ARAT A v
‘53 Aggre] Hof Apaks o, el Fasy
719] EFHAAT AT F¥ALE Y 3
s7I~Ed AA71E Tk S7MIz"E 73t
71 flsf a7 EHAEE 24 v ESH disled
TR},

o
—rhzjz

ro:umlo_LTL])-

rt
of

O, A& AaH sy

1 Slabdal

Yoz Aol Rl elslas A
2oPsa] wRell olsh fAl Fabsl Ade

LFSR Alz=dlel o8 A4stin, olF o4 WA

olefat A}

o

(pseudorandom sequence)2kal kol

weAde W3 X (balance), A&A(run). AH
(correlation), 3% (superposition), dHA|=e]Ad

(decimation) B4 ' 7iz)0} YAkl Hg
AR sh= LFSRel ofs 4449 4= qlot =&t o]
213t A2 fIHAAA TS JIRER o)E
o2 71]°é(maximum length seuence)ol2far g+
o}, dubdog fghadelale) At Alde] A
(Fel-Dol sl FoiAlc),

(Rel-1) 45 GF(2Y) e8] 4% No LFSR2|
W-E-(contents)ol] &a A= 5 qlow,
olwf WA=l 2ot AldS A AR
Age) Ag A1) 2P

M = 221 (1)

CF(27)0ll:e] 2z A
7% Age) A

flzAl N=531 7%l
e = Euler’s ¢
function ¢(2'~1) = ¢(31) = 30 °©|ERE A5 = 6
olnd  F|&AFHIAlE gAiRieg FASH 45, 51
57, 67. 73, 75 7} e}

Q)=
AR

A

2. trace ¥
trace FI A

o] A GF(p

(2)7} Zrol #eHvd po] moER
)9 ¥4 aF 52 (subfield)dl

(161)

3% MR B 2H 9

CF(p™ L& vl 4= gl do|ct!112)

trm (@)= L (2)
5}‘—*} e B4 < Zrer)

OM*

=3} trace e

tr ("), @ €GF(pM, 0 < i < (n/m)—1
—tr m(aa+b8) = atr , (@+btr (8,
all a, b= GF(p™), and a, B= GF(p")

(n/m)a , a=GF(p™)
b, beGF(p™ & HE3e e

asGF(pM A p" RS g Zech
- GR()CGF(p™CGF(pM o1
tr I (tr o (@),

—tr (e =

n

-tr m(a) =

1l

—tr m (@)

tr {1 (o) = asGF(p") 7} Xc}.

(Ael-2) f&A GFrEMAM A4 3} s7t %‘%l‘ﬂ'
cyclotomic cosetell &3pd A](3-a)9] =

AZy Agse, oln A=l EFHALA
3bES FAUF 2TV s
FUY 259 Az, )
tr (@) = tr{e), ae GF2Y, rse 3% (3-a)
tr (@) = tr (&), a € GF(2M), (3-b)
wl .. —0(
% 1. o8kl LFSR A7)

Fig. 1. General LFSR generator.
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