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A Development of WWW-based Electronic Payment Protocol using PGP

Hyun Dong Park' - Shin Gak Kang'' - Sung Yul Park' - Jae Cheol Ryou '’

ABSTRACT

WWW has taken root in Internet as a means of future shopping. But, payment systems using todays show us
several security vulnerabilities, The problem that plain shopper’s credit card details are transferred in Internet is
included. These risks can break out not only an infringement of private information but also cconomic eritne. To
solve these risks, we introduce the techniquc which implement the encrypted WWW communication using PGP.
And we propose SCCP which is new electronic payment protocol. As a result of festing with criteria from IBM,
we can find that SCCP is safe and secure electronic payment protocol.
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2.2.2 CyberCash
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A& YA gopof g,

ol Z1&& SCCPel A g3 B, A2= (2 6)9)
A Beja7t B 32 @W XS o] 4s gl
7 k. @9 M AlA ) EKR®o)ZAH{HHE B2 A))
FELS WD R A7t AAMY-L B Ae
2 Bz ojee] 42 A8AE 448 5 k. o
HEg, Ao o] FAo] JIFHE e F
ol Ariztetes 2 & 9 5+ Ak : .

* M1 :Acquirerd] 2]% A7 91=(Proof of Trans-

. aclion Authorization by Acquirer)

Hol s Aol Adstz e 3o] W9 o
EQA A8 ARY e A5 3718 Q9. of
FA FezA YFo Hojale] 25 EaHA
o] Aol U JFE A REF i)

SCCPol N = oAzt 88 A EA e gs) =
T A4S A5t 2ok A8 Fojate} gz
B AR EL AT F, M4FE A2 gye
Waez, 47t geizr B ANE Bsty
ALFIE Atz 3PS WAGE o2 Hufz}=
A2 g WFe) APsith= WS vk A
< ¢ 4 A

e M2: oz} 2% A) 9=(Proof of Trans-

action Authorization by Customer)

VoA Ao A sie 8o @A o] Ed
Ade) sl A4 AR A 3}ti 2} Buyer
AAM = I AR L wolok @}, F, g 7

2 ap

PGPS OIZT www 7iHI0IM 2] BXIX| 2 TRES 712 1053

AT 2 Aol g 2P & $ A o

SCCPolA Fejale zpalo] A4 FAd o)
TR 8BS 2] g8 (29 60 @9 WA=
A5 @Q AR Y 7HEF Ao Tula7} A
ANTEE BAdE Ze oAt o] AdE AR
e w7t "ok Fojate) Aol e oM
HWAAEZ A Aoz Boa}= HE A
e g ePo] Fulzle] sag we Holg=
AE FTTHY F U

*CL:AEL Y A7 43 ook §o.(Unau-

thorized Payment is Impossible)

PRI 222 AGE AFs ok wo] TRt
ULTNEE o1 &3te] 3 + ATE dof 9o}
ol T4 88 wAX o g replay THL o
obd ¢ glojo} gk Aol

SCCPIME Fol A7t FE-2 AF st @Y vA
2% 7174 8 O WAAE BF Tzl A
AXTgol EFS o] gk FriAe) AL AH
AN BJEA Huz Tz o|Ye] 2 Age 3
B ANE I ¢ QA 99 =9, A5 44
de g7t TFH| o MEI YrZe By
u EFANIE 35 vRed replay 2L WA
& C2: Acquirerd)] 9|8t Al ¢1&(Proof of Trans-

action Authorization by Acquirer) - .

TrlAE #fiRe] egoayy gFe YT w
Atk 9F 9 Y535 ol Folok FL}, o] Y
& Tl FRLEA UFd A e A
WA A 8 399 B o] @A =tk
TAse 59 AN HIFARY AR g
+ A}

SCCPoAM TFulzls ARE A F, 55
A Atk @9 wAR s AE A B E AR
3ol #0] X, ol & ] ARst Mg s
ool FAE AHEE £ A

» C3: 80| z}2) €15 A (Certification and Authenti-

cation of Merchant) - _

THAE 47 A e BeiArt Yoz
UFE B2 WilFele 2AF 3 oS 24
& AAgezZH ozt Ao it =8 B
AN olFAA Fx Utte FAS Yy
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4714 AF AF=E A + k. Age G
@ oj ] FAT O] A Mg B FA G
ek, FujAzt o= WoiRie] FAANE UL o
F71el AEls] MTe] Bo] 9lA god ole AW
& A7t olete AHE R S Aok 128, ¢
A7 Dok FAF Y F SRS HsR &3 AL
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* C4: 0o &7t B35k FF(Receipt from Mer-

chant)

FHl A Bt da3S 47 B FEL s
Al ejgs] ZEthe k&2 wlol Folol Frh Wz}
7t 98 9% ¥ax AEL v F4 g2 o
o AL F e FA7 Was}

el Al AEAA AEE A Fof Y32 ¢
2 Fo 4FE FuANA WgsA gL $x 4
o AT AERF Ao Bl FiAe] A
Zxrgol ol e ©W WA} AR glem
2, Ad Aol s £H L & = o). gk AE
A A el FFo] HigEA gL A, 7oA
Aele] =8 Aol dF AL WL U +71
ok 2Eu2g Wizt TG 4F ¢ JES
vigs £4 gv 498 ¥ 4 A

* C5: 719 4] (Privacy)

Tl AAQe] Fol FEIE A FAIAE ]9
o AHEAEgAE ¢HARA] g71E g8 A4
E AR 2o AL 23] ¢FsEHo Af4gAw
I ol8le] AR F, At oj= BAL A AH
e 7hst AL ARE A9 HEFL x4 F
217} v #olr}.

SCCPM MEHZE §4 A$=EE RE LS
£ PGPE <] &4 <53 Je= A4dc). 54
ol o= AF L B Al AFHE e B FBE )
o] ARG} AFE =ul7] W] ol1F 3
EEd tiMx 719498 234 & "arsl
| SCCPAME 53 REE PGPE AHgsho] WAA)

¢ guaE F7) G2 /e ZTalolBAS R
A

» C6: 2] 3 A {Anonymity)

FehatE zhdle] BulE Auo) ga /1WA o9
JdE PAL mawos o Wyt Ak UM
AES Bolshs Bulae] 9ol TuiAs) w7
AAE R2A st Wyl X ARE M F
E BMR TojArt AR S R & Fe
wol Qlt.

SCCPe| M= A Fujzt= o bl tfa] @4
£ AFLe. FuAt ¢ 4 Ae FRE PR
7t e AEe) 2H9 A%, 2T FeiRte D
ot} 3R gk, IDFF AHEE|A Yol 7}t Eufzbo] o)
§ AHE Foldits AL Erbesith. iAW, A
AXE Foiztst BojRe ID, A7 FR, B3
WEel 72e ARE ARST 97 G FrlAs
A8 N d94L B3N Reo gy,
Qe dAME gPAe AAFEH & A= 7
witel] d@ AL A A BA 7 Brhed
Aoz A QHAMNE AL LAV e
ge /b5 B 4 Aok 2322, SCCP= o
B4 Bteds 8 4 Uk

SCCPE IBM#|A H771E22 A ¢He 10742 4]
WM BF nEa= 202 Prlyo o] iKP =
2EZE Fd AT 1KPs 2KPY A= 71532 3KP
AT Ade] 7t5E 712SEH o] AL SCCP
7} iKPs} M]3 2 o) BetE ZHo|M £ X2
E2YL Bd Zr}.

4. SCCP2] 7H

SCCPE ¢35 =72 PGPE A48l Hal9 A
o} 9|} T2 7 Apole] B oFF o B CCIS
ATl CCle NCSAOAl 4A# Ae2 Al
UNIX A =28 5] & Mosaich-& Ag& 3 gt
2% FA R SCCPe F8-& UNIX-E Mosaicol 4]
T H = P2 TR AT Foi A= UNIXH A Mo-
saicS AHE-ER, HAvjale UNIXA] WWW Ay =
2a9E& 7FNA £ M8 E BE. AE = A
e CGI 2P} socketd AAAAA FAEL o
t}. o]& 29 o2 el ™ (2 ¥ 7)9 et At



sy 223

LY |

’Pnpcn'ﬂ“l ‘Popen‘iﬁ

(3 7) scepe| HA 2HE
(Fig. 7) Whole configuration in SCCP

TFoi R}, Bol A, As A PGPE A48l e
2% popen PEE A&k PGP ol B E 3
20l Qe Aol hIZ, skt =YW Tead @
HE EA37] dEd A5 Z2aPgHe o9t
Zg 3= 493 PGPE T3 AZ.

Run_PGP(param)

char param{200];

{

FILE *fp;

fp=fopen(“temp.sh”, “w=+");

fprintf(fp, “export PGPPASS\n");

fprintf(fp, “PGPPASS%s\n", “\"passphrase\"");
fprinti(fp, “export PGPPATH\n");

fprintf(fp, “PGPPATH =%s\n", “/home/hdpark/.pgp™);
fprintf{fp, "%s", param);

flose(fp);

chmod(“temp.sh", 0777);

system(“temp.sh™);

unlink(“temp.sh™);

}

PGPE 4% =39 AH§A9) ¥Y7]71 AHg-= o]
oF & wi= AHEAZ $He)F W £33 o] Z(passphrase)
= e Hel ok oY AEY AR &
B AWM BRI AL g8 dEEdE
HE 4 ooz o P A UEo] AFe R
2z o] 2E AHEEE ). 919 7E7) 53
HY shte] de] ANEse] Hfazgolzs FFo

-2 RIERC O 370 $PHY fATHo|RE A

PGPE O|EB www 7|HIolM el MXIX|E Z2E2 J 10565

Fa2 e 4L Ao A4 AT

a1ccie| grs

CCI= Mosaicd 95 T2 39 Alo]g] 548 7
g} CCIE B3 98 = F a3 o4 = Mosaice]
St Alo]Ee] URLE ¢teold & 9x, £ E
A URLE A A st Mosaico] 2 22 WHEFEE
B3g 4 2k CCle dFEHQ 5 E 7ASE w2
4 g3} Zois).

4.1.1 Int MCCISend Anchor(serverPort, status,

callBack, callBackData)

MCCISendAnchor $H<= Mosaico] 4| 2& URL
SWET vl 2 URLE R Ze2ogdoen df
8 0. &, Mosaicol| A get 2 EZ o] 4=3) 8 uju}
v 2 I2EZo EARE ¢ £t} serverPort=s
8 mZuoPse] BA2E A F Folw,
status= o] §9] ALEAHIE AL StatusE
MCCI_SEND_HANDLER=Z & o9 $j¢ 49
3 e FHE E3, 022 3 ¥2HW MCCISend-
Anchore] ¥ £ 4] g1}, callBackd URLo] A
-%‘-5121-% uﬁ —‘?—ﬂﬂEMok % .‘i'. < 2173311 S

i« l \‘
‘-\:u

41.2 Int MCCIGet(serverPort, un, output,
absRelative, additionalHeader) .
. MCCIGet#4£ MosaicO 2 e urio] A4
& URLE WE3HF o o e g2 =2
AFGA o= FHUL £ Fo SFF Aoje
Mosaic2 o] EA7]& o] 24|t} Output T}t
He 2% URLE W2 9, A =& Mosaicg 7]
FAE AAA ol WA 9] Mosaico 2 WEF A
d AFE AR £t} absRelatives A Fs F=
URLe] AdA2AA 442 A& ¢= .
additionalHeader= 7} ¢1 HTTP g =718
T sle dEdEdd dA74A = P e R
o] gich.

4.1.3 Int MCCIPost(serverPort, uri, content-
Type, data, dataLength, output)

MCCIPost= Mosaice 2 3163 urle] XA A

B2 dateB ¥ AE(post)dtA dutk o] e s
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#E query stringZ datad] 2EZH0Z vro} Ao
CGl T2ayPoz A4 o A4tk outputd
CGl Z2ayel 478 MEL Mosaicd 4fAA
BejE QA ot @A e] Mosaic #EollA X
2 AQR 2 AF s e ol

4.1.4 Int MCCISendOQutput(serverPort, mime-
Type, callBack, callBackData)

MCCISendQutput-& Mosaic2 2 o] 53 % Con-
tent-type®] WM A7} $-& o) 2RL AAS £ 5 3
£ REE YAHRAE 2 £} mimeTypeS A2
F8| 3 3h= Content-typed AF 3 F& v E o]
). o] FF= Aust B G5 E-g Pol EEEE
e AHe-RAt

4.2 MosaicT PGP2| HE

@y 7NelA 9% 2P} Mosaicd] AP
CCI7t g3 sitks 242 ¢ 5 vt FulAe 4E4
A3 L 94 Form ®o|AE Af =1, 2 Fu=
(29 8)3 2}

(O3 8) &&= MEsh= Ho|x]
. (Fig. 8) Goods request page

of AR AolAY AxTEde b33 L ¥R
o] = oje} g}

{INPUT TYPE="hidden” NAME ="“PGP-POST" VALUE

= “yes™)

{INPUT TYPE=“hidden” NAME =“PGPSERVERID"

VALUE = “Shopserver” )

“hidden” Bl 25 B &H-4-A] S H o= HelA geth
SCCPol 4] “hidden” Bj1Z AME38lE o] f+= query sir-
ingg WejAzgte] & F UESF xSt & Ao
BaF AR F woizts] F707] ID 58 “hidden”
B8 o] &t A2 4 917 et “hid-
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o] query string2 4T dd= o} AFE g
A 3], oA A$sie WHe = “get" 2
AMg-E9 URL Slof BolA A4Er) CCI8 g5
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& wjoich URLE 9% ZI2adZeq wd 4 9]
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A =23 A query string§ B35t AlH|
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F=t 2% Form# o] <lA query stringZ post
& £= Ast 2L 488 Y.

A Zol A A T gEE-E MCCISendOutput
HFE ol £3te] A ). MCCISendOutput ¥+
=3 & Content-type®] #AA71 1 E o sjAAE
EAG RER WFE J5E& Aotk PulAs 2
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43 colZ2 723 poPe| HE
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Aoxle] 917] mFol Fulxle] &l Z2 A



A2 Pd CCI7 | 22 AL 2 Yoz 3x
¥tk @A, PGP 31Y @ = $9H7] g
U 2EFS ddol 2 AYy wAxe 29
< A8 Ao WEE 2EYo 2 WPAA F= =t
ol ¥ 3t}

COIZEaY 3} ME ool AAL socketd o] L)
TRt YA socketAl 2 ¥ HE REe g
2, q7|HE A readP 2EH L 31 o] wropa] A
2ol 3, FESE AL wiited] B vl 2E
Hog WHAA Fojof g}

4.4 HIEOlA2 X8 27 g ol

Tri At BjR7r Z191F WA ES EEsEy
HE-& gAdsle AHE LS Q437 94 o
BEAAEL dok §r}. 1 WAHAEL Gad A
o2 7hEEhd, (29 62 @Y wlAR ) o 3
AFAPYL 4P d2r}. ol g WA} vy E @
W W44 = Form# 0| R o] Y& Az 7] w2
olct. Q¥ WAAE @ ANE 2= ¥ F
iAo ARAE g A7Hg Rl A, @9 v 4R
o] AAMGE A #AstE EYW, Form # oA 9)
aLHE7E 2 A, A8 A L8 34
8171 98 da@ “Name=Vahie"84] 9] 40| o}
d Form #¢]#) 8] 228 s 3)oF g}

5.9 &

WWWe| oz RAZRET A v 2 &4
GoE AHEHT AE S Hobge] B 24
AL Ry Aot AR e AAAE 22 g
9 AHEo 2 38 & s BA¥ezE AN A
Bel &3 AAEH S-S 448 4 QA ole
G ool ¥  gle Ao Q45 o7 A}
dA AAAE ZREZ LS 9N B £
3132 g}

ol d 4ol A WWW 7|kl ARAE ey
2 /EE SCCPe A EFEE o] 83 AAAE B4y
< A9 sAt ols AEFAEE o[£ o] o]n)
AFES Al B o] THHA Al go] W
23}7) g oo} B, SCCPE Tolals 4T ¢ A
AAMRE Adls] FANAE shte) Halex ¢

PGPE OIZSH www 7IHI0IM 0] MXIXIE ZRES i 1057

AN =Y £ Sl Fele) Wy dEisol 28 4
A SCCPE ¢t5s vE2 ALES PGP2] &
AUZ AR A$Ee ZE XS] i
A AAMG A dEs) Hde R £k AR
8 AHg2 2 AL HAA G fg $22Q 2 o
AR AF, AR AFol FM5EA AAAE T2
A 878 RE AFES FEXHA 332 Yo

gaoEd

(] AXF, “WWW Btz Axstd),” hitp: //wsp.
nextelnet/seminar/etc/wwwpay.html

[2] Adam Cain, “CCI-based Web Security,” 4th Inter-
national WWW Conference, 1995.

[3] Hickman, X. and T. Elgamal, “The SSL Protocol,”
ftp: //ietf cnri.reston,va.us/internet-drafts/draft-hi-
ckman-netscape-ss1-01.txt

[4] Rescorla, E and A. Schiffman, “The Secure Hy-
perText Transfer Protocol,” http://info internet.
isi.edu/in-drafis/files/draft-ietl-wts-shttp-00.ixt

[5] Mihir Bellare, “iKP:A family of secure electronic
payment protocols,” http: //www.zurich.ibm.ch/
Technology/Security/extern/ecommerce/iKP_over-
view.html

[6] CyberCashA}, “The Six Steps in a Secure Internet
Credit Card Payment,” http: //www.cybercash.
com/cgi-bin/vdkw_cgi/x8¢b907a8-4285/Search/
4982900/1

[71 FVAL, “First Virtual Overview,” hitp://www.fv.
com/info/overview.html

[8] NCSA, “Application Programmer’s Interface:for the
NCSA Mosaic Common Client Interface,” http://
www.ncsa.uiuc.edu/SDG/Software/Xmosaic/CCI/
cci-api.html



1C58 SiZFEHCIES =2X X4 M 4S5(97.4)

19953  Sdstw ALrsa (s
AD

1995 Fdoigw gy AF
B 834 A}

19973 ~8x Fgdgshe ojg
4 #AFEHe4
1PN

BAECYEYT Bt A9, 455

B & =

2 A2

19849  Fdo) &t AAF s}
(82D
19879 Fddigte iy A=
ForEHY 2D
19843~A4 JIAAFTAL
74 g4 7
B EoHEnte A, T

FE4, BREST

ik A o
b | L =

1977 AM st M 2pA st
(A AR

1982  Univ. of Florida 4+¢]
FEFHAAD

19879 Auburn Univ. 4¢3
FH(EFAT)

1973 ~1978 #2874

2 479
1987d~8A  GRAAEAD Y Ju7| SN
B2, FHE S, AR S8

F AN A

1985 gtgdigda ddFest
ZAEAD

1988'd  Towa State University
HAE (A A}

19901  Northwestern Univer-
sity A 4H8HEH(ehA})

1991d~8x Fgddgda HAF

CELE RS
TR EAY e, BFE 2L BA Bk, BAATY



