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Delay Analysis on Secure Data Communications
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Abstract

In this paper, we quantify the tradeoff between security and performance in secure data
communication systems based on the queueing theory. We propose the optimization methods such as
the preprocessing., a message segmentation, compression, integration of compression and encryption and
integration of user authentication and access control, which are able to reduce the delay induced by
the security mechanisms and protocols. Moreover, we analyze the average delay for the secure data
communication systems through the computer simulations. which are modeled by MIMI . M/E, /1 and
M/H /| queueing systems. respectively. We consider the DES. RSA digital signature and the

combination of IDEA and RSA as security mechanisms for applying security services.
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