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A Role-Based Access Control Security Model
for a Distributed Hypertext System

Cheolyun Jeong' - Hyunghyo Lee'’ - Bongnam Noh ™'

ABSTRACT

Almost all of the applications in World Wide Web and multimedia environments are based on hypertext par-
adigm. The increasing, widespread use of such paradigm requires a security-enforcement mechanisms such as
authentication and access control to guarantee the secure accesses to information. The characteristics of hypertext
systems such as absence of schema, unstructuredness of information elc., need a more complex security require-
ments for the distributed hypertext systems. In this paper, we review the charactericstics and security mechanisms
of hypertext system and then describe problems in applying access control mechanisms to that system. Also, we
introduce an operation-domain concept for a security model, and propose a new access gontrol security model for
the distributed hyptertext systems associated with role-based access control mechanism which is widely adopted
in commercial environments.
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rre] kool g A4t 09 Hzg Tt oE Az
g & vhg k3o

Algorithm check _register(vh, vr, n, 0}
[l G A=A A o Yy 55
[/ A o e zbe SMIBU o] R 3 ® H2
872 S5 gl
/{ oid smi € SMIB
if Gh=smi.YHFEZAE ID and rr=smi. YH A%
and n=smi.x < and o= smi. d4H)
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then returnaccess_granted .
else returnaccess_denied ;
fi

4.7 H ZH O

DHTSo| M ] ARFHS 87 § A2y Y2
AGE A8 g oot 94 ANagogy
B dgld o/t Ak

g ro] AA k= no HEE AN Ee FHF
o o, =] olal nol O = n'd I HP
At 42 E A b S EE U3 2ok

Algorithm check _access_permission(rsc, n’, 0)
begin
[rsc: 9 A EH
JinBA L 93} = nd] AAE B
W B A e
[Jo:=En"d HE&E A4

do current_D in DOMAIN(0)

/ == n3t n'o]l TLE RAPRI) Wl
23] AE

if LT(/} € current_D.JRL then
return access _granted

/| x5 ndt n'o]l UG R4AP(R) £F
ol A @& BF

else if LT(/) € current_D.ERL then

/] 98 Az vt A2HE/ B EF
if # > Role_by_node(n’) then
return access_granted ;
else
return access_denied ;

/[ n' 7t T E Aol EU ] EA4T A4

else if LT(/) € current_D.ISL then
return(check _register(s, », n’, 0))
/ BastA she 97 A2y

SMIBRARU ] S5 F F
fi

end

woglel Folel a2 AR b & F IRl A
S e AaaTd dg ASAode dEt A
2410l mdo] LAt AAA AH R PR of
§ H2 TN 980 A4 H2FY RAP YA £3
w=7 A3 9L B HITERE FoqE, 94
rEg BAroy HRUE RAP Ao A Y 7
de 9g7t #AY wet oA Fo 47 E FA
=2

PRI TE HHY golNd2E FToFE AY
Al2ad oA BAetshe BaBAR Y g €49
o] Juyt ¥ A XNE MUde AFE F
# 2 S g%t AP AT AEANA FaE 9
7o} AR B rsert (s, 7, n, )Y &, == noj
AAE n' =Y AUAN 2 £ GxFL o
o

Algorithm process_info_of _node(n’, 0)
begin
[ rsc: q8AE &9
[n:BA FRAY Fe $£FFY =
[ B2 e 8 xE no} GFE k=
[[t: =B no = Aeg]
flo: AYPaN &7/
if check __access_permission(rsc, n’, 0} ==
access_granted then
t’=DOT_by_node(n’);
rse=(s, 7, n', £);
ifo==vthen // 24 G2
[l == n's) BB E AEANA AR
RAAF Mu|=8 B3 AF
else // 34 A4
[ AFEAAA =E n'e) B EFH
MR 2g AT
fi
else /{access_denied
return .
fi
end
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{Table 4.1 Compare of security model

Bet | P. Samarali & |S. DeRose 2.4,
4| E. Bertino | V.Parunak & Aok x
=3 2 M. Ofivier =gl
Hg wek|  AgH 7343 o870
34 HaAol Hasof HaAol
T e
Ay | 2e 2T ARG RE Y2aT
FoAe | A4 e | 2993 [AelEE Aay
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e e N T
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(e= 9 P3) | & ABET 3
';;2 29| gy
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2% %4 )
oA gre |
e ngte | HOAO 80
1@3415 ¥
AL | oy - (an
e CEEY %;g - =u)3l)e]
gy | I S 271 w2y
< nyg erEa FH By
ABANGD | o | HY AT A
Byt T o g B4
CELST AEUF AR
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$-4¥ol g gHok
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AL
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gk ol AFgE F2H Pgol o, AN H
2ACE JwteE ¢ HunddMe Bidqyd o

LSHOIHE A E A|AR BOtRY 729

=]
f o b
L

Ao BAFFL P87 Y8 =29 YA BF
Jb Agslelok sl EE3E B R AAS BrbF
87) WEd 5A g&Forel AP AT /Y
A8 A (heuristic) B&o] &3 glon Ay
LS AsME 53 08 AEFe 2 duistE &
27} a7 €

5. 3 &

¥ =F& DHTS Bt=d & HA 37 8] HTS9
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A 52 HTSA ol & A ZA1H-& Ao &
zde MAA o FHLL: 2GS FAs

=M AEAd FEFIAE Zdte g § HQ
2 9g A<tsislo.

E =2A AgE Aaends mdglye X
P RE ko HLHE dite] U, AR
e 72t x5 #EE == 9 FAe] FPFQ

RAPSE FA T AYE dazvileol 4&7Ivk
HoA G HEd Hardy FHFo 2 AA, A&
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GR HIEHE BeE Hosie AEFH H2AH
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7 V&Y A, AHRAE 8 ulel R4S
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Z7hs el wel oA A g 2gE £R
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