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The Access Control System of
Network Management Information Base

Jong-Duk Kim's Hyung-Hyo Lee'" - Bong-Nam Noh''!

ABSTRACT

MIB(Management Information Base), one of the key components of network management system, is a conceptual
repository for the information of the various managed objects. MIB stores and manages all the structural and operational
data of each managed resources. Therefore, MIB should be protected properly from inadvertant user access or malicious
attacks. International standard ISO/IEC 10164-9 describes several managed object classes for the enforcement of MIB
security. Those managed object classes described access control rules for security policy. But the exact authorization
procedures using those newly added managed object classes are not presented.  In this paper, we divide managed
object classes into two groups, explicit and implicit ones, and describe the access authorization procedure in Z
specification language. Using Z as a description method for both authorization procedure and GDMO’s action part, the
behaviour of each managed object class and access authorization procedure is more precisely and formally defined than
those of natural language form.
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B MIBAccess_Validation

zMIB

rolelnitiator? : InitiatorName
operator? : OperationType
object? : ManagedObject
evaluation! : BOOLEAN

((3 rule : Rule * rolelnitiator? € rule.rolelnitiatorsList A
(object? € rule.targetsList.managedObjectClasses V
object? € rule.targetsList.managedObjectInstances) A
operator? € rule.targetsList.operationsList)

//Explicit//
v
(3 rule © Rule: 3 i € AccessPropagatedByRolelnitiator
(rolelinitiator?):
3 op &€ AccessPropagatedByOperator
{operator?);

3 obj € AccessPropagatedByObject
(object?)
i € rule.rolelnitiatorsList U {rolelnitiator?} A
(obj € rule.targetsList. managedObjectClasses U
{object?} V
obj € rule.targetsList.managedObjectInstances U
{object?} ) A
op € rule.targetsList.operationsList U {operator?})
//Tmplicit//
& evaluation! = True
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[1 4744 34 (Explicit Rule)
(U1, Printer, {all})
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(U3, Network Printer, {replace})
(U4, Local Printer, {print})
(U5, Laser Printer, {get})
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CMIP e#aloldel WRITE 1§ LHdoldd &2
stk a#li print 2¥FelH-E CMIP Lo}
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3 H2 Aole A AT Ak FE LA o
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APBI(U3) = {U4,U5} U {U3} =

APBT(Network Printer)

{U3,U4,U5}
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{Printer} U {Network Printer}
= {Printer, Network Printer}
APBO(getInterfaceNo)
= {create, delete, action, replace, add
Member, removeMember, replaceWit
hDefault} U {get}
= {create, delete, action, replace, add
Member, removeMember, replaceWit
hDefault, get}
Evaluation Result = Grant

o Aue FAE 29 H2 231 A HAE
He Aogo} JYA ghovt FAF Ao o) #4 #e
AAE & HA A Usql digt BHAH F3H(Us,
Network Printer, {replace}) °] Z-&doz¥ HZ &
319 g8 F22 3-E(Crant)dth= AL ¢ 4 Ao}

004 2342
(U2, Hi-Laser Printer. print)
%7+ #€A U27) Hi-Laser Printer Wi#& 3
& 8o},
AT 219 2 Wyoer 24 HI A
o 7135 A3 HgAHRW g gt
APBI(U2) = {U2, U4}
APBT(Hi-Laser Printer}
= {Hi-Laser Printer} U {Network
Printer} U {Printer} = {Hi-Laser
Printer, Network Printer, Printer}
APBO(print) = @ U {print} = {print}
Evaluation Result = Deny
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4.4.1 32 Aot ZH(ADF) 2&

A Aol 2 28 AL Ao} 79 289 84
& o A7HA HE Ale) A F AEH AL Aol
AR F Aol gt d2 Ao F AT A
AAE AASHA Bt o|EFAA AAH H AE
A4 RE(MAC_ADF)E U 2ol 7led +
ATk,

- MAC_ADF

IMAC_ACL_RULE
initiator? : InitiatorName
operator? @ OperationType
object? : ManagedObject
result! : BOOLEAN
IF (initiator ?. operator?, object?)
€ MAC_ACL RULE

THEN

result! = TRUE
ELSE

result! = FALSE

4.4.2 {2 Ao FY(AEF) &

M-GET, M-SET, M-ACTION, M-CREATE,
M-DELETE, M-EVENT-REPORT, M-CANCEL-
GET 59 3@e didd digd APIES HAZT. o]
EFIA M-GET Akl & APIE et 2l 7)
=2 7 Sith

- M-GET

ZMIB

base_object_class? : ManagedObjectClass
base_object_instance? : ManagedObject
scope? © ScepeType

filter? : FilterType

access_control? @ AccessConrolType
synchronization? @ SynchronizationType
attribute_identifier list? @ Seq AttributeType
attribute_value_list! : Seq Attribute Type




attribute_value list! = (>
IF synchronization = “best-effort”
THEN
Vfiltered_object : ManagedObject
© Filtering(Scoping(base_object_class,
base_object_instance, scope))
IF ADF(m-get, filtered object, initiator)
THEN
attribute_value_list!’
= attribute_value_list! U
{ Read_attribute (filtered_object,
attribute_identifier_list) >
ELSE
Vfiltered_object : ManagedObject
€ Filtering(Scoping(base_object,_class,
base_object_instance, scope)) A
ADF(m-get, filtered_object, initiator)
attribute_value list!” =
attribute_value list! U
{ Read_attribute (filtered_object,
attribute identifier_list) )
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