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A Study on the Security Structure and Authentication
Procedure in ATM

Hyo-Young Shin' - Hwang-Bin Ryou'!

ABSTRACT

Recently as services in ATM are diversified, the need for security has been increased. But when we added the
security features in ATM, the compatibility and transparency with existing svstems must be considered after analyzing
threats of security.

This paper designs the security protocol in ATM protocol stack and defines the primitives and processing procedure
of messages which are needed in the security layer. Also, this paper presents the authentication and key distribution
procedure which can be adopted at call establishment. The presented authentication protocol can be used for
point-to-point method as well as point-to-multipcint method. And the correctness of this protocol is verified using
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