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ABSTRACT

Uses can share information and use resources effectively by using TCP/IP-based networks. So, a protocol to manage
complex networks effectively is needed. For the management of the distributed networks, the SNMP(Simple Network
Management Protocol) has been adopted as an international standard in 1989, and the SNMPv2 in which a security
function was added was published in 1993. There are two encryption schemes in SNMPv2, the ome is a DES using
symmetric encryption scheme and the other is a MD5(Message Digestd) hash function for authentication. But the DES
has demerits that a key length is a few short and the encryption and the authentication is executed respectively. In
order to solve these problems, we use a RSA cryptography in this paper.

In this paper, we examine the items related with SNMP. In addition to DES and MD5 proposed in SNMPv3, we
enhance security functionality by adopting RSA, a public key algorithm executing the encryption and the authentication
simultanecusly. The proposed SNMPv3 security module is written in JAVA under Windows NT enviroment.
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public interface TransportLayer{
public void send(snmp3Packet packet) ;
public snmp3Packet receive(} |
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public interface SecurityModule
public bytel] securityMessagel(s:
public DecodeMessage checkMessaget);
public abstract int getSecModek NR{):
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public cliass TSMDES implements PrivProtocols |
Hashtable userKevs
public void addUsert:
public void removeliser( s
public privacyResult encrvptih:
public hvtel] deerype():
public OID getOID( ).
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public class Timeliness {
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getTimestamp():
setTimestampt );
check Timestamp().
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public class USMMD5 implements AuthProtocols {
public USMMD5();
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public class USMRSA implements Auth_PrivProtocols{
public RSA_Encrvpt(P_e);
public RSA_Auth();
public RSA_Decrvpt(P_d, P a )
public OID getOID();
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public class Key_Generate {
long first_p;
long second_g;

public Key_Generator{long p, long q);
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