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Embedding Method of Secret Data using Error-Diffusion

Young-Ran Park*, Hye-Joo Lee" and Ji-Hwan Park™

ABSTRACT

Because the encrypted data is random, there is a possibility of threat that attacker reveals the secret
data. On the other hand, as the image steganography is to embed the secret data into cover image and
to transmit the embedded image to receiver, an attacker could not know the existence of secret data
even though he/she sees the embedded image, therefore the sender may reduce the threat of attack. In
the image steganography, the secret data is embedded by modifying value of pixels as a form of noise.
If the secret data is embedded into gray image, the degradation of image quality results from the
modifications of image due to noise. Therefore many methods have been proposed to embed the secret
data while dithering the gray image, but the existing method using error-diffusion has a problem that
any patterns such as a diagonal lines or vertical take place due to embedding the secret data at the fixed
interval.

To solve this problem and to improve the existing method, we proposed the new method that embeds
the secret data at changed point with respect to 1’s run-length or at the position where has the minimum
difference with the original dithered value. We evaluated the performance of the proposed method by
computer simulation.
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