MARE 7|8 Z2EZE 0|BT MEZ2 214 oHF 0 AL 3597

7HYA7E 2REFIEE AL Ha, ARl D9 HadeEwio g 8 WES ARE 7 e NEE A4 ¢ A
Al 2 H(Conditional Access System) A|¢tsich B Aj2elg 9js) 71lxte} 7pdATe}x L

=& T 8 ozl °‘E§}7](authonzamon key)E& t2ddts T 719 dag= 7 T EZS Aosel g
|68 2 k4] FHE el 94, 7189 A2 vade sidad A Ay JEs]-4as BES AANAEL,
FAEe JEstE B 24 27A-E5s AR st ALEE Stk 84, w8 2niEste 27)(Card
Adaptive Device)7} B8 1022 vl A7te] a7t gich A, txadgelet AntEsIErl APl 71&9 W
e 9 d2aPee s 29 qud TV g Bag MR o8] 7hsd t2adey SPAS ATt

>

A new satellite CAS using password-based protocol
Young-Soo Kim'- Ki-Wook Sohn' - Hyung-Kyu Yang'''- Dong-Ho Won''"!

ABSTRACT

We introduce a new satellite Conditional Access System(CAS) that a subscriber could watch a pay-TV knowing
only his or her identity and password, without using a smart card. For this new system, two password-based protocols
are presented which not only share a session key and authenticate each other but also download an authorization key.
This system has some merits: First, compared with current systems, it reduces the amount of computations by
eliminating the AK-encryption module in SMS(Subscriber Management System) and simplifying the receiver’s
CW-decryption process. Second, since this system does not need an expensive Card Adaptive Device(CAD), it can
reduce costs. Finally it provides descrambler independence allowing it to be used through any TV set-top box that
includes a descrambler, unlike the current system that a descrambler is linked with a smart card.
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