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A Methodology for Evaluating Intrusion Detection Systems
Shin-geun Yoo'- Nam-hoon Lee™ . Young-chul Shim 't

ABSTRACT

Although many differenl intrusion detection systems have been developed, there have not leen enough 1esearches on the
methodology for evaluating these muusion deleclion systems With this understanding, m this paper we present a
methodology for evalualing mirusion detection systems [rom the wiewpomt of performance and robusiness, hoth of which are
consideled the mosl importanl. enlerna Current research on evalualing Lhe performance of mirusion delection sysioms mosily
focus on the nisuse defecbion ol nol on the znomaly detection. Reparding evalialmg robusiness i 15 not easy o apply
ofi-line methodologies and methods [or tesung rebusiness have nol been proposed i on-lme methodolomes. In Uiis paper
we provide a syslematic wav of classifymg and generatmg anomalies and. using this vesult, present & methodology for
evaluating the perlormance ol intrusion delection systems in delecting anomalics as well as msuses. Moreover, we study
e factors that can damage \he robusiness of intrusion deteclion systems and suggest a methodology lor asscssmg the

robustness ol intrusion dateclion systems
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