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The extension of the IDEA Methodology for a multilevel
secure schema design

Jung-Jong Kim' - Woonh-Jae Park™ - Gah-Si1g Sim™"

ABSTRACT

Desipmng a multilevel dalabase application is a complex process, and Lhe entlies and Lther assecialed sceurity Iovels mustl
be represented using an appropriale medel unambiguously I s alse imporlant Lo capiure the semanties of a mullilevel dalubase
applicalion as accurale and complele as possible

Owing Lo the Tocus of the TDEA Methadalogy for designmg the non-secure database applicattons on the dala-intensive
syslems, the Object Model describes the stane struclure of Lhe objecls i an apphcation and their relanonships That 1s, the
Ohbject Model in the IDEA Methodology 15 an extended Entty-Relatonship model givimg a static descriplion of objects The
IDEA Mecthodology has not heen developed the mulalevel secure database apphcabions. but by using an existimg methodology
we could lalke advantage of the varous technicuss thal have already been developed Tor that mathodology That 13, this wav
is easier to design the multievel secure schema than ro develop a new model [rom scratch

Tlus paper adds the seeunly features to Lhe Ohbject Model in the IDEA Methodology, and presents the transformanen from
this model to a multilevel sccure object oriented schema This schema will e the prehmnary work which can be the general
scheme for the antemalic mapping 1o the vanous cammercial mullilevel secure databaze management sysiems such as
Informix-Online/Sceure, Trusted ORACLE, and Sybase Secure SQL Server,
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CLASS class—namsa|secunty—level]

SUPERCLASSES { (class—name—1[secuniy—levell), 1}

ATTRIBUTES

{ (attnbute-name-1 type. [securily-level]).
{atirlbute-name—2" type. [secunty-level]),  }

KEY {{atiribule-name-1}. .. }

SUBCLASSES { {class—nams—1[secunty-level]}, 1}

INTEGRITY-CONSTRAINT { (logical formulal, }

SECURITY-CONSTRAINTS { (ogical roimulalsecurity—lavel]),
15

END class—name
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CLASS employes(U]
SUPERCLASSES { peaple[U] }
ATTRIBUTES
{ (name string, [U]),

{address stnng, [Cl),

{salary Integer, [C]) }
SUBCLASSES { student-employes[C] }
KEY { name }
INTEGRITY-GONSTRAINTS { salary = 800000 }
SECURITY-CONSTRAINTS { {IF(salary=3000000) THEN

secuiity—level(salary)=S)[5] }

END employas
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